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ABSTRACT

Blockchain sector has advanced as a recourse can be used in numerous ways by global health
tacticians and policy experts to reduce the disastrous impact of coronavirus disease (COVID-19).
The COVID-19 pandemic has spawned many blockchain-related ideas and initiatives, but to the
best knowledge, no in-depth studies have been performed to uncover and summarize the key
features of these technologies. The SARS-CoV-2 pandemic started at the tail end of 2019 when a
new coronavirus was identified as an unidentified pneumonia-like illness. Our suggested high-
level, decentralized architecture makes it easier to manage massive amounts of data and stores the
data on a blockchain under government control. There are considerate difficulties faced if
institutions are to regain their trust and have hope again, given today's distrust, last year's fear of
the pandemic, and the emergence of technology that enables the production of standard sample.
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1. INTRODUCTION

Humanity has experienced pandemics before. It has, in fact, been numerous cases when epidemic
wave would have to be handled with, sometimes for years at a time. SARS-CoV-2 is a present
threat, but infectious illnesses have played a key part in human history from the beginning of
civilization and the formation of sections of the population living together [1], [2]. It became
necessary to begin recording the first pandemics as the global population expanded and illnesses
spread, posing a hazard to the population [3], [4]. As a result of these pandemics, the civilizations
in which they arose were frequently reshaped, and the path of history was virtually or decisively
altered by them [5]. Pneumonia cases with an unknown cause were reported to the WHO Country
Office in China in December 2019. SARS-CoV2 was discovered a few weeks later to be a
coronavirus and was renamed [6], [7]. There has been an exponential rise in the number of persons
infected and killed as a result of the new coronavirus outbreak that was sparked by the COVID-19
sickness [8], [9].

The early detection of the disease's rapid spread led to the development of more effective
techniques to manage activities in order to limit the disease's potentially fatal consequences [10].
The outbreak in Italy mostly affected the country's northern regions [11]. In order to cope with a
sanitary situation that quickly became a full-blown national disaster, swift action was required
[12]. To stop the infection from spreading, extreme measures of seclusion were necessary [13].
Global hygiene and disease control methods, such as contact investigation and infection control in
health care facilities as well as community containment were proven to be key tactics during the
SARS epidemic in 2003 [14]-[16]. When Italy plunged into a 2-month lockdown in 2019, it was
evident that the SARS experience had not been forgotten, as seen by the countermeasures
implemented [17]. All non-essential activity were restricted while the school was under lockdown
[18]. Hospitals overflowing with patients battled for their lives, while the remainder of the
populace was kept inside in dread and unease due to the pandemic's uncertain conclusion and its
terrible effects [19].

In the last 20 years, a number of digital and technical tools have emerged that have had a profound
impact on our lives. Some of these might be utilized to enhance the current SARS-CoV-2

containment measures, hence boosting their effectiveness [20], [21]. One of them is the
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blockchain. Since its inception in 2008 as a means of enabling Bitcoin's technology, blockchain
has found use in a variety of areas [22]. The fundamental properties it has with other block chain
systems explain why it is so widely used: Through the use of encryption and a consensus method,
it ensures data inalterability and high levels of security [23]-[26]. In the event of a pandemic
emergency, we want to promote the use of blockchains to streamline the flow of information
between healthcare facilities and to document contributions of cash, equipment, and medical

supplies.
2. LITERATURE REVIEW

In addition to people's excitement for blockchain's potential applications and its function in
decentralizing society, as well as the independence it confers from centralized power, after 2008,
it started to polarize a lot of scholarly and media attention [19], [27]. Many people have paid
attention to the potential beneficial or negative effects that widespread use of this technology might
have on our society [28]. Since Bitcoin has the greatest user base and is now the most widely used
and relevant blockchain technology, the majority of research is being conducted in this setting
[29]-[31]. Ongoing research questions the long-term viability of Bitcoin's blockchain-based
infrastructure due to its effects on the environment, societal challenges, and economics, among
other things [32]. Even though blockchain technology has been around 13 years. Only a few
additional uses of blockchain had been developed by period of the COVID-19 outbreak had spread
[33]. This is noteworthy [34].

For the last several months, blockchain has been and continues to be a key component in the battle
against COVID-19, as it provides efficient control and tracing solutions, guarantees a traceable
supply chain of crucial items and contributions, and safe payments [35], [36]. Improve clinical
studies, monitor contributions, manage supply chains, and more using blockchain technology,
which can be used in all sectors of healthcare touched by the epidemic [37], [38]. There have been
several solutions proposed to the problems that arose during the epidemic, but many of them
remained only ideas with no real assessment of their efficiency [39], [40]. In addition, there are
great hopes for the potential usage of blockchain since its applications may be found in practically
every human endeavor [41]. In spite of the recent rise in the popularity of blockchain technology
in recent years, much of the literature on this technology has remained focused on its technical

aspects, therefore ignoring to address the various difficulties it offers [42], [43].
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After the technology has been solidified, the issue arises as to whether it should be used in other
similarly complicated and critical situations, such as the pandemic management [44], [45]. Due to
the fact that it can handle a wide variety of different requirements, including data exchange, data
security, and data access, blockchain might be very valuable [46]. Managing the epidemic is
becoming more and more feasible because to blockchain's ability to provide a cost-effective,
trackable, and secure method for determining which line of action is the most beneficial [47].
Today's blockchain might be a tremendous tool in the battle against the virus because of its
excellent tracking and monitoring characteristics, ensuring the visibility of both the supply chain
of needed supplies and the safe handling of contributions [48]-[50].

2.1. Block chain current and future uses

The Bitcoin blockchain is a decentralized public record that can be accessed by anybody who is
prepared to put their trust in it [51]. It was designed to keep track of Bitcoin exchanges. A brief
introduction and explanation of this technology is provided below in order to better explain how
we want to use it in our software architecture application [52], [53]. A predetermined number of
new bitcoins is created every minute on average in the Bitcoin economy [54]. For all intents and
purposes, bitcoins are always linked to specific Bitcoin addresses, and may be moved from one
location to another via transactions [55]-[57]. Anyone may create new bitcoin addresses, receive
bitcoins, and then transmit those bitcoins to others. It's possible for everyone to take part in the
race to create new bitcoins in principle [58]. Neither the minting process nor the transactions are
regulated by any central body [59]. A clever combination of a few fundamental cryptographic
ideas (specifically, cryptographically functions and digitally signed systems with the adaptability

of peer-to-peer networks) makes this all feasible [60].

A decentralized peer-to-peer network built on demand over the Internet connects all Bitcoin nodes:
It is a node in the Bitcoin network every time the Bitcoin application is run on different [61]. A
flow of data packets is shared with the new node to keep it up to date with the current system status
[62]. Nodes get all the information they need to verify the integrity of a packet in every packet
they receive from their neighbors [63]. Only if it passes this examination is it forwarded to all other
nodes in the network. As a result, each and every node sends a confirmed packet to all of its
neighbors in exactly the same way [64]. To do the full operation, it just takes a matter of seconds.
Most of the time, the packets transferred inside the Bitcoin network include either a transaction or

a block of data. Input and output addresses, digital signatures, and space to ultimately store a
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message are the only components need to complete a transaction [65], [66]. It is common practice
to assign input addresses to their corresponding output addresses when a transaction occurs. Digital
signatures can't be created without the private keys that can only be obtained by entrusting the
input addresses with a digital signature [67], [68]. Bitcoin transactions take a few seconds to reach
all of the other nodes in the network, which is why it takes so long for a packet to get at its
destination [69].

This does not adequate to declare the transaction validated, even if every take on the role the input
address from which it was transmitted and may thus detect any transaction originating from the
same address as illegitimate [70], [71]. For this reason, a transaction may be confirmed only when
a miner adds it to a subsequent block. Some nodes, known as miners, perform extra tasks that set
them apart from the rest of the network [72]. There are many other kinds of transactions that may
be performed on a ledger; in addition to basic ones, they can also seek to add to it [73]-[75]. Its
creation necessitates the use of sophisticated computational equipment [76]. If the miners are
successful, they will be well rewarded: Not only do they get the freshly minted bitcoins, but they
are also rewarded with the transaction fees associated with any transactions they successfully
include in the block [77]-[79]. As long as the block has, I link to previous legitimate blocks; a
timestamp, which serves as a digital fingerprint of all transactions contained in the block; and a
unique nonce, the block is regarded to be valid and may be included in the blockchain [80]. To
locate a nonce, a miner must do a brute-force search, and the likelihood that a particular miner
would succeed is directly related to the amount of computer power used [81], [82]. There are nodes
on the peer-to-peer network where such a nonce may be found for a miner's block [61]. Each node
may independently verify that the block is legitimate, and all miners will begin linking that one as
the final valid block. Until the first block was mined by Satoshi Nakamoto in January 2009, the
blockchain consisted of a series of connected blocks [83].

2.2. How blockchain will give advantage

Technological innovation is one of the important variables that may assist to overcome the
obstacles provided by the COVID-19 pandemic [60], [84]. Technological advances, like the Web
of Things (1oT), machine intelligence, deep learning, cryptocurrency, mechatronics, unmanned
aircraft, three-dimensional able to print, nanotechnology as well as bioengineering, 5G
communication systems, platform as a service and computing capabilities, and data science, can

be able to leverage to devise effective urgent management techniques for the COVID-19 pandemic
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[85]-[88],[89]. Moreover, it is not bidirectional [90]. Distributed ledger technology enables users
to trust the result of a process without believing the individuals, which is a requirement for

economic efficiency and success [91], [92]. The novel coronavirus generated special challenges.

Individuals and towns are contributing money and protective gear in significant amounts [93].
However, a widespread fear is that contributions are being not utilized where needed and that
resources are being diverted [94], [95]. There are various causes underlying these challenges, but
they effect the motivation of individuals to give and hence postpone the purpose of fixing the

problem.
2.3. Monetary Donation

As the number of infected persons continues to rise and hospitals in Italy are forced to deal with
an unprecedented level of demand, a number of fund-raising events have been organized to help
alleviate the strain [96], [97]. This problem is complicated because individuals frequently feel
conflicted between their want to give money and their lack of faith in how it will be used. We
believe that blockchain technology can be used to solve this issue [98], [99]. Why isn't this

technology being utilized for goodness instead of only for profit?

* Donors
€ Donation

g Donees

O Blockchain

Figure 1: Blockchain Process

All stakeholders, contributors, and recipients can track and verify every monetary transaction
thanks to the usage of blockchain, which is additionally bolstered by the inclusion of relevant
paperwork [100], [101]. Because of the system's openness, the issue of skepticism previously
highlighted would be resolved, allowing for an increase in contributions and faster collection and

transmission of cash to hospitals, charities, and other projects [102].

2.4.Technical and Sanitary Material Donations
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The global supply chain has been severely disrupted by the continuing COVID-19 outbreak [103],
[104]. Factory lockdowns have led to a stop in industrial productivity, as well as a lack of factory
design and equipment that can accommodate the new social and physical distance paradigms
[105]. Additionally, the worldwide supply chain has been impacted by import and export
restrictions [106], [107]. Despite the fact that it is now hard to measure the full extent of the
pandemic's impact on global supply chain, it is clear that there have been major supply and demand
issues. Strong growth or high supply might be caused by the sort of items needed [108], [109].
Supply chains for hospital devices and medicines have encountered and continue to encounter

challenges in maintaining their integrity while also satisfying the increased demand [76].

Manufacturing businesses and certain foreign nations have volunteered to give technological
and/or sanitary supplies to hospitals in times of crisis, such as during the SARS-CoV-2 epidemic.
Products sold may not be delivered to their intended destinations for a variety of reasons [110],
[111]. Think of a manufacturing business that is able to shift its major output into donating face
masks and protective suits to a medical facility by air and that the transportation of these items

takes place through the air [112].

For example, a blockchain may be used to track a product's complete life cycle [113]. The presence
of a trustworthy person who can record the transaction on the blockchain should be ensured at all
points of access; this person should also bring, where feasible, the de-materialized papers such as
the bill of lading or receipt signature [114]-[116]. The manufacturing firm, airport security,
transportation companies for each delivery and delivery site, and the hospital are the trusted players
[117]. There is an initial transport vehicle from which the items are loaded, and an authorized
person adds this transaction to a network [118]. Then, a second man notifies the arrival of these
products at an airport and their boarding aboard the aircraft, which completes the transaction. It is
done both after the aircraft has landed and when items are moved from an airport to a medical
facility [119].
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Figure 2: Blockchain Life Cycle [120]

The development of a more robust supply chain may be aided by the use of blockchain technology
[121]. Using blockchain, all stakeholders may be brought together in such a stable place without
revealing their identities. Auditability, provenance, and transparency are all aided by the

immutability of information logs [122].

2.5.Notification Flow of Suspected COVID-19 Cases

There were indicators for each area in Italy as to how COVID-19 instances were being
communicated in Italy [123]. On the form for reporting instances of insert from viral pathogens
doctor fills up the patient's individual and demographic clinical information, which relates to the
locations they've been and how they've gotten there [124], [125]. The Prevention Department and
the associated Local Health Authority must be notified of the completed form through email or
phone [126]. This information is used to conduct epidemiology studies to discover all of the
person's connections, in particular [127], [128]. When the LHA transmits a document to a regional

epidemiological service, the data is sent to the Ministry of Health and ISS through an ad-hoc
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infrastructure, which in turn provides the information to the LHA [129], [130]. This information

is often used by the latter to track the spread of the

Figure 3: Notification Flow of Suspected COVID-19 Cases [131].

epidemic throughout the country [132]. SARS-CoV-2 test samples have been transferred to the
regional lab in the meanwhile [133]. The doctor updates and delivers the results following the

notification flow as outlined when the test results are available [134], [135].

Therefore, the doctors in the urgent and communicable diseases areas of the hospital, wellbeing
staff from different wards, LHA officials, regional etiological provider functionaries, and
protection divisional officials all participate in blockchain integration at the regional level [119],
[136], [137]. Doctors would be responsible for uploading forms and changes to the blockchain, as
well as verifying the information in the applications and changes [138], [139]. A new version of
the data would then be included in a block on the blockchain, making it available to any users who

have chosen to participate.

2.6.General Research Model

Blockchain Technology . Crisis Management

Figure 1: Conceptual Research Model

3. DISCUSSION

The unquestionable promise of blockchain technology has made its use a popular issue in recent
years. It can be said that this technology can be deployed instantly and readily would be a mistake,
since blockchain is a difficult technology that only a small number of individuals have started to
examine. Despite the hype about blockchain, it is not a panacea for all of the world's problems.
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However, it does provide new approaches to enhance the administration of current systems, and
this is why it is so intriguing and demanding to investigate. There is a wide range of applications
for the blockchain, which was originally designed to revolutionize the digital money industry. One
of the most appealing aspects of this technology is the distributed system, which maintains the
integrity of the data while also protecting users' privacy. A consumer usually, who are emotionally
demanding and cognizant, would then request innovative goods / processes from institutions and
businesses that are able to take advantage of these new technologies to improve or change the
existing processes, create new industries, and create innovative products. While this may have
seemed like an idealistic picture of the future only a few years ago, blockchain, a technology that
can retain an unalterable record of every transaction, has already become a reality. Using
blockchain technology, Gartner predicts that by 2025, the supply chain will be revolutionized, new
business models will emerge, and old ones will be disrupted. When this technology is fully tapped
into, it results in more efficient operations, real-time transactions, and lower costs in every area of

the economy.

Security and confidence can be restored if the method presented in this article is transparent and
immutable in crucial emergency scenarios, guaranteeing an efficient system that is also
trustworthy. Collaboration and standardization amongst parties that are distinct in nature but have
convergent requirements and interests would be necessary to realize the full potential of such a
system's capabilities. The introduction of blockchain technology to solve these issues and the
significant expenditures they would involve would make one question whether blockchain is not
simply another example of an insufficient invention. Testing and analysis will help decide the
optimum course of action for introducing this technology gradually, so that significant returns may
be achieved step-by-step. That's why the purpose of this research is to build the basis for future
research that will include cost-benefit analysis and an assessment of metrics like ROI to evaluate
the viability of the project. When it comes to IT deployment, this article presents an architecture

that should be studied more.

Blockchain technology has the potential to spur the development of new services for and on behalf
of people. When there is an emergency like the COVID-19 crisis, the government must take an
active role that appreciates the critical significance of innovation in every area and encourages the
digital culture and associated infrastructures. However, when there are several parties engaged,

like in the case of providing emergency services, there is an even greater requirement for openness;
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quickness; correctness; safety. With the confidence in public institutions at an all-time low, it's
critical for governments to meet the needs of people while maintaining high quality standards to
generate value for the public and regain the trust of the public. There must be a greater emphasis
on the execution of a development and growth plan that includes numerous decision-making levels
(businesses, universities, and people), as well as a more participatory form of governance of local
systems at the Centre of national governments' attention. To take advantage of emerging
technologies like as bitcoin, machine learning, or the Internet - Of - things, a solid digital
understanding is required to establish a strong desktop culture that is based on constant and

trustworthy engagement with residents, enterprises, and national public authorities.

4. CONCLUSION

The blockchain technology used to manage monetary gifts makes it possible to keep track of the
money that has been sent to the recipient. Through the usage of this technique, contributions to
hospitals and healthcare infrastructures may rise since donors no longer have to worry about their
money being misappropriated. Technical and sanitation items may be tracked on the blockchain
in order to find out what went wrong if anything goes wrong, such as a product being lost. This
increases the likelihood that donated goods will arrive to institutions when and how they are
supposed to. The adoption of blockchain is hampered by the need for vetted individuals at each of
the system's entry points. As a result, we're not talking about getting rid of unexpected occurrences
altogether, but rather about making it easier to figure out what causes them.

To improve communication amongst healthcare infrastructures, blockchain technology may be
used to speed up the flow of information. There is unfortunately a dearth of current digitalization
in many national health care systems. In light of the current epidemic, it has become clear that
hospitals and healthcare systems need to be digitally transformed. To assist in the management of
the pandemic, our study proposes a digital system to detect what is occurring and ensure that the
information is accurate and tamper-proof. In our proposal, we want to aid in the administration of
enormous amounts of information and the storage of the collected data on a distributed manner, in
an official blockchain. Governments and health agencies throughout the globe will need to
examine new pandemic strategies to follow South Korea's lead after the epidemic is finished. They

can't ignore digital and creative support systems like blockchain in future initiatives since it
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represents a viable instrument to help the healthcare system. A new pandemic wave seems
unlikely, but if it does occur again, we must be better equipped and utilize all of our technical tools

to halt the development of a new epidemic and all of its associated issues.
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