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ABSTRACT

A technology answer to the world's health concerns, ubiquitous healthcare is being considered. A
combination of rising healthcare expenses and a growing demand for high-quality medical care
has led to this. The development of the Internet of Things (IoT) has a greater impact on 10MT.
Improved health care and safety are being provided to millions of people worldwide as a result of
the Internet of Things (IoMT). Remote monitoring and transfer of data can provide medical data
centres, such as those in the cloud, with real-time access to patient health characteristics. As a
result, healthcare is more accessible, more effective, and less expensive. It's a problem, however,
because of the proliferation of Internet of Things devices. This poses a problem because IoMT
devices are compact and have a limited number of schemes and computing power. It is challenging
to administer and safeguard loMT systems because of their widespread use. This is amajor problem
that prevents the therapeutic application of loMT. Internet of Things (loT)security issues, threats,
requirements, and potential future research are all covered in this report. Existing solutions and
unresolved issues in the realms of security and privacy are also receiving considerable attention.
This paper provides a general overview of the various art techniques by using a recognised

solution.
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1. INTRODUCTION

It is expected that healthcare practitioners would benefit greatly from the wide range of
applications of the Internet of Things. Wearable, implantable, and intelligent medical gadgets have
all seen a recent uptick in popularity. Biosensors, materials, and microelectronics have made this
possible. Security issues in loMT-based healthcare systems have received less attention. Patients'
privacy could be at risk if IoMT health care systems are not effectively protected [1], [2]. IoMT
devices identify life-threatening events late and inaccurately as a result of DoS attacks. HP Fortify's
2015 study of popular smart watches found eleven security weaknesses, including authentication
problems, privacy concerns, unsafe software, and a lack of authorization [3]. A good example of
this is the authentication process, which verifies a user's identity in some way. IoMT healthcare
systems should only be accessible to authorised devices and users [4], [5]. If a user's sensitive
healthcare information is not adequately protected, attackers can quickly gain access to it. Patient
data must be protected by using authentication to ensure that only authorised individuals and
organisations have access to it . Patients' medical records are therefore restricted to those who have
been verified through the Authentication process [6]. In the world of computer systems and
networks, system and network security are well-known issues and methodologies. Examples of
digital signature algorithms include DSA, RSA, and other public-key cryptosystems. However,
many of these cryptosystems are inefficient for 10T devices due to their low processing power
and power consumption [7]. Because implanted medical devices have lower battery capacity than
loT devices, they are less effective in ensuring their wearers' health. loMT devices can store and
process health data, for instance [8]. Therefore, these devices must be more secure than typical
Internet of Things (loT) and personal computers. Security and safety issuesare frequently

overlooked by healthcare systems utilising the Internet of Things (IoMT) [9].
1.1 Problem definition

The healthcare IoMT system has been subjected to a security audit. In addition, the
cryptosystem's main components, such as the random number generator (RNG), will be examined
in detail. Examples include RNG research on IoMT devices [10]. Finally, a presentation on the
security plans for implantable loMT social insurance gadgets and an audit of biometric verification
in the human services systems will be given [11]. Asymmetrical (public-key) and symmetrical

cryptography are the two main cryptographic pseudocode and method for secure encryption. In
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comparison to symmetric encryption, asymmetric encryption is more secure, but itis more difficult
to implement since it requires more computational power [12]. An overhead communication
channel should be reduced and any information encryption and decoding methods provided for
testing loMT contraptions should be light-weight due to the limited compute capability of sensor-
level devices. Web-based communications, such as those between medical professionals and their

patients, necessitate a much more robust security framework to protect sensitive information [13]
1.2 Proposed solution

An overview of new requirements for loMT healthcare systems' privacy and security is
provided in this document, which outlines the new requirements [14]. Research methods such as
surveys and reviews are among the many described in this article [15]. Data flow in loMT systems
must be secure and private, according to a study by Mohamed Shakeel et al. (2018) [16]. Singh &
Tomar (2018) reviewed the linked vulnerabilities in the IoHT environment on medical devices.
It's important to note that examined privacy preservation challenges in the context of the healthcare
environment [17]. A study, that ranked and categorised the best security research based on insolent
healthcare systems [18], [19]. For the purposes of this study, the IoMT-based healthcare system's
data is examined all the way up to the medical server using a bottom-up approach that focuses on
privacy and security. In addition, this research proposes a biometric technique that could be used

to maintain loMT healthcare systems secure.

2. LITERATURE REVIEW

The IoMT healthcare system's cryptography designs, applications, and security evaluations
are examined in detail. Random number generation, for example, will be examined in great detail
because it is one of the most critical components of the cryptographic system (RNG) [20].
Anillustration of this is the study of RNG in IoMT devices. The survey results on implanted IoMT
social insurance device security plans and an evaluation of human services biometric verification

systems will also be reviewed [21], [22].

There are two types of public-key encryption: asymmetrical and symmetrical [23]. It takes
more computing power to encrypt with asymmetric encryption than symmetric encryption, but it

is more secure [24]. Any information encryption and decoding methods used for testing loMT
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contraptions should be light-weight because sensor-level devices have limited computational
capability [25]. Data shared on open networks, such as the internet, should be protected with more
robust security measures; for example, communications between medical specialists and patients
should not be intercepted [26], [27].

Most cloud-based authentication, access control research, and data storage use symmetric
cryptography [28]. Because of its large keys, elliptic curve cryptography (ECC) is the most
accessiblepublic-critical algorithm [29], [30]. Among the most notable examples is River-Shamir-
Adleman (RSA) [31]. Hybrid-security systems frequently use symmetric pseudocodes as session
keys because of their minimal weight and resource constraints [32]-[35]. Eavesdropping and
replay, the Chosen Plain Text Attack (CPA), and impersonation are among the most popular
attacks in security analysis. Attacks on hardware and computer simulations were used in tandem
to disrupt the network [36].

To generate pseudo-random numbers, current computers use random seeding (PRNGS).
The PRNG will always generate the same random integers if the seed is the same [37], [38]. If the
seed of the PRNG is generated using a false random integer, malicious characters can attack the
PRNG [39]. Several 10T devices include random number generators that are too large to be
employed as sensors because of their limited power and size constraints [40]. Researchers must

devise a way to create truly random numbers using inertial sensors in loMT devices [41].

System components like sensors, medical servers, and personal servers all feature in loMT-
basedhealthcare [42], [43]. The IoMT healthcare plan design has lately incorporated a wide range
of healthcare systems into its design [44]. Body Sensor Network (BSN) is a network of
sensors and medicaldevices at the sensor level (BSN). RFID, NFC, and Bluetooth Low Energy,
three types of wireless communication technology, are used by sensors and personal servers (BLE)
[45], [46]. BLE, unlike RFID and NFC, offers awide range of network topologies, including mesh

and star [80], which are crucial for implanted devices. In the year of our Lord 201 [47].

Personal servers get physiological data from medical devices [48]. Examples of devices
that could be used as servers include tablets and smartphones [49]. Before a patient's data can be
delivered to an integrated medical server, it must be processed and stored on a personal server
[50], [51]. A personal serveris necessary when a network connection to a medical server is lost

since it can continue to operate [52]. Patients' medical records can be accessed quickly and easily
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by medical professionals. The patient's agreement is required for the use of computer programmes
and algorithms, as well as medical servers, for early rehabilitation and diagnosis progress
evaluations [53]. Over the past few decades, numerous I0MT systems have pushed the idea of
constant patient monitoring 78 [21], [54], [55]. As a result, many of them lack privacy and security
safeguards. In these investigations, researchers have concentrated on the utility and consumption
of electricity, rather than the security and privacy of patient data [56]. An IoMT healthcare system
called BSN-Care recently included authentication and encryption features.

3. RESEARCH METHODOLOGY

Secondary study was utilised to investigate Ethics and Security Issues in Internet of
Medical Things (IloMT. In order to analyse the data, a theme approach was used. The term "desk
research” refers to the fact that this type of study is done at the researcher's desk. In this type of
study, information that has already been acquired is utilised. After that, the existing data is analysed
and structured in a way that enhances the research's overall effectiveness. The internet, government
records and resources, libraries, and other studies are some of the many sites where data can be
found. Secondary research is more cost-effective than primary research since primaryresearch
tends to be more expensive. As a result, secondary research relies on previouslygathered data,
while primary research relies on data collected by the researcher or by someone else acting as an
agent of the researcher. In addition to primary research methods, such as cati surveys and online
surveys, secondary research can be utilised to enhance the data collected through these methods.

4. DISCUSSION

In this research, wireless connectivity and internet-based IoMT technologies pose major
privacy and security risks to the future generation of medical devices. Devices that constantly
monitor patients, rather than safeguarding medical equipment at laboratories and wards, are
implanted in patient. As a result, IoOMT devices can better handle the sensitive personal and
physiological data they collect from their users. This was a risky approach because the attack
surface and severity were both raised in comparison to previous IoT systems. Some examples are

nerve stimulators, insulin pumps, and heart rate monitors. If these devices are not sufficiently
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safeguarded from malicious attacks, patients' lives could be at jeopardy. Furthermore, Radcliff
demonstrated that he was able to hack an insulin pump and even instruct it to inject the wrong

amount of insulin.

New strategies and approaches are always being devised in order to penetrate a network.
As a result, government institutions must employ antivirus software and keep it up to date in order
to protect their systems against hacker attacks. Implantable medical devices are hindered by a lack
of resources and a network capable of regularly updating their firmware, unlike computernetworks
where virus updates may be quickly implemented by injecting software into thesystem. In the
event of a malicious attack, these medical devices can't be shut down, therefore they must wait for
a security expert to identify an antivirus. Biometric authentication is a growing source of worry
for IoMT security and privacy. It hasn't been embraced because of its drawbacks, such as
inadequate authentication performance and high sensor costs.. Because most medical devices
capture physiological data from their users (such as heart rate and blood pressure), biometric

authentication is advantageous.

5. CONCLUSION

Since the development of wearable and implanted medical devices, the number of IoMT
devices in the healthcare sector has increased significantly. A few examples of innovative medical
equipment with embedded technologies are insulin pumps, air quality sensors, sleep monitors, and
drug efficacy tracking systems. There are many instances of how these new methods have
benefited healthcare, but two stand out: prevention and treatment modification. These devices have
artificial intelligence built in to keep hackers and the patients they're monitoring away. Due to the
simplicity with which they can be controlled and monitored across a network, these devices can
potentially be targeted directly or indirectly. Because these loMT gadgets handle highly personal
data and some of the gadgets that run on autonomic functions, attacks on them could be directly
and life-threatening to the users running on them. The system analyst is in charge of backing up
the data of their users and making certain that only those with the proper credentials have access
to the relevant control rooms and network components. Wi-Fi networks must also have a firewall

to secure their internet connectivity.

Security solutions could protect the user and medical devices against 1oMT device
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vulnerabilities. The small size and restricted capacity of wearable and implantable electronics limit

their resources and security measures in times of disaster. We need new and improvised

approaches to safeguard these gadgets in the hospital setting that span all aspects of human-

computer interaction as well as physical deployment. New standards must be developed in close

collaboration with business, healthcare facilities, academic institutions, and governmental

organisations if they are to suit the demands of both users and creators.
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