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ABSTRACT

The Internet of Medical Things (IoMT) is, in fact, a fast-developing healthcare technology that
has a great deal of room for improvement in terms of security. Like any other device that is
linked to the internet, loMT is susceptible to security flaws. These breaches have the potential
to have an influence not just on the operation of the device, but also on the security and privacy
of the data (S&P). The fallout from these violations may have potentially catastrophic and even
life-threatening effects. A stakeholder-centric approach was used in the technique that was
developed, with the goal of increasing the level of security of transportable IoMT devices. The
suggested technique to measure the level of security present inside wearable loMT’s is based
on a combination of S&P characteristics that have been defined for such devices. Second, a
technique was developed for measuring the level of security included inside such devices. At
the end of the presentation, a case study was given to show how the conceptual framework may
be used to the grading of Wearable loMT’s with regard to features of S&P. The purpose of this
paper is to assist hesitant consumers in choosing an IoMT device that is secure, to encourage
healthy competition among makers of IoMT devices, and to ultimately raise the bar for the

safety of mobile IoOMT devices.
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1. INTRODUCTION
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The development of new medical technologies fundamentally altered the nature of
public healthcare. We no longer need to make frequent trips to the hospital since we could track
our own health. Even though this fundamental change is very much welcomed, we must take a
step back in order to evaluate the security of such gadgets. Both the security and the privacy of
these devices are compromised [1]. Whenever it comes to the safety of medical equipment, the
repercussions are serious since the successful functioning of these devices is essential to the
survival of a significant number of patients. Because of this, the importance of ensuring patient

safety cannot be overstated.

The term "wearable Internet of medical things" refers to intelligent electronic devices
that may be worn on the body to enhance the health of patients. These devices can communicate
with one another through the Internet [2]. These gadgets are able to monitor almost everything,
including the user's physical exercise, temp, sugar levels, sleep, and heart rate, among other
things. These electronic gizmos may be purchased in several formats, such as smart armbands,

watches, eyeglasses, belts, necklaces, and patches, amongst others [3].

Wearable technology often includes components such as sensors, memories, solar cells,
and batteries. They help in the process of data gathering, presentation, and wireless
communication of the data that has been acquired [4]. These gadgets may monitor the health
state of patients or users and communicate the information directly to doctors, which eliminates

the need for a physical visit to the doctor [5].
1.1 Problem Definition

Use of wearable Internet of Medical Things devices is growing year after year. By 2022,
the global wearable medical device market is projected to be valued $9.4 billion. Despite all of
the technological advances in portable Internet of Medical Things devices, the S&P of these
devices is frequently overlooked by both users and manufacturers [6]. Customers looking for
wearable Internet of Medical Things devices frequently focus on the design, price, and
performance of these devices [7]. Customers are unable to select or rating such devices in terms
of data security [8]. Furthermore, stakeholders have different goals and risk tolerance The
number of patients who make use of Internet of Medical Things (IoMT) wearable devices
continues to rise [9]. It is anticipated that the worldwide market for wearable medical devices
would be worth $9.4 billion by the year 2022[10]. The S&P of portable Internet of Medical
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Devices devices is commonly disregarded by both the users of these devices and the makers of
these devices, despite the many technical advancements that have been made in these devices
[11]. Customers that are seeking for wearable Internet of Medical Things gadgets often
concentrate on the device's design, pricing, and performance while making their purchasing
decisions [12]. Consumers are still unable to pick or rate such gadgets based on how securely
their data is stored [13]. In addition, different stakeholders have various objectives and levels
of tolerance for risk [14].

1.2 Proposed Solution

Users who are apprehensive about acquiring a smart loMT (Internet of medical things)
device that is more secure might get assistance from this initiative [15]. Additionally, this effort
encourages a healthier level of competition among makers of wearable IoMT devices [16]. In
addition, this initiative contributes to the enhancement of the safety measures taken by

wearable Internet of Things devices [17], [18].

The purpose of this research is to provide hesitating users with guidance on how to
choose a trustworthy wearable I0MT device regarding the safety of their data [19]. This
research offers the user assistance in picking a gadget with a higher level of safety.

2. LITERATURE REVIEW

Security and privacy concerns about Internet of Things devices the article "Privacy and
Security Issues in IOT" provides an in-depth explanation of the privacy and security concerns
around Internet of Things devices [20]. Authentication , identifying data, and the diversity of
loT devices are said to be the primary threats to users' privacy and safety posed by the Internet
of Things (loT) [21], [22]. Connectivity, sustainability, morality communication systems,
commercial structures, and monitoring are among some of the most significant difficulties
posed by 10T devices [23]. This article addresses the problems of privacy and safety that are
connected to Internet of Things (10T) devices. Using a five-dimensional model, the authors of
this study investigated the potential risks to users' privacy presented by the model they
suggested [24]. The five-dimensional model for privacy consists of the following dimensions:
identity privacy, inquiry privacy, personal privacy, footprints privacy, and owner privacy. In

depth analysis of both the big picture and the historical context of 10T systems is provided in
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this study [25]. This article provided an explanation of the IOT protocol stack and the
applications of 10T in a variety of sectors including medical applications, intelligent
community security systems, and smart homes [26]. Following a discussion of the Internet of
Things and the many software packages associated with it, the writers moved on to a discussion
of the Internet of Things' privacy and security concerns [27]. Concerns about the security of
the Internet of Things involve not just front-end sensors but also hardware, networking, and
back-end information technology systems [28]. Concerns related to privacy in the 10T include

the privacy of devices, the privacy of communications, and the privacy of processing [29], [30].

IOT, risks to 10T security, as well as several unresolved concerns in the 10T sector, are
all topics that are covered in this study [31]. In this article, the topic of security requirements
for today's Internet of Things technology is also discussed. In this article, the challenges that
are brought about by 10T devices are discussed [32]. The writers also covered the three layers
upon layers that make up 10T, which have been the using the, the transportation layer, and the
application layer, in addition to the security challenges that are faced by each layer individually
[33]. In addition, cross-layer heterogeneous integration and security challenges, as well as
prospective solutions, were investigated and discussed in this study [34]. There are four distinct
parts to a piece of writing that has the title "Survey on Privacy and Security in the Internet of
Things." In the first part of the article, the writers discussed both the limitations of 10T devices
and the potential remedies to those limitations [35]. Those participants in the second phase who
concentrated only on the classification of 10T attacks [36]. In the third part of the breakdown,
they detailed the processes as well as the architectural style that would be used for
authentication and encryption. In the concluding portions, the authors analyzed security

concerns present in a number of different levels of 10T [5], [37], [38].

The research article titled "Review on Privacy and Security Issues on the Internet of
Things" focused its attention on typical flaws associated with the Internet of Things, such as
Distributed Denial of Service (DDOS) assaults and data integrity attacks such data alteration
attacks [39]. The following topics are covered in this article: web interface security
vulnerabilities; device connections; spamming; data storage concerns; internet of things (1oT)
network-related issues; cloud connectivity considerations; and internet of things (loT) assaults

[40]. The article "Security for the Internet of Things: A Questionnaire of Existing Protocols
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and Open Research Issues" investigates the protocols and procedures that are already in use to

secure Internet of Things communications [41].

In addition, the authors covered known methods for satisfying basic security needs for
loT communications [42]. "This article gives an outline to Production lIoT systems, and also
the associated privacy and security challenges, as well as an outlook on potential solutions
toward a holistic security structure for Industrial 10T systems [43]." This document also
includes a listing of the qualities that raise the danger vectors in the internet of things, as well
as an explanation of the attacks that target the internet of things [44]. This research does not
focus on medical 10T devices, despite the fact that it discusses concerns about privacy and
security in relation to the internet of things. The issues around data protection and privacy in
loT technology are the primary focus of this article. This article provides a detailed
demonstration of the threats that may occur in 10T devices [45]. The authors categorized the
assaults as low, medium, high, and very high in terms of their severity [46]. They also examined
the nature and behavior of the assaults, in addition to various countermeasures that may be
taken against them [47]. Given the potential dangers posed by Internet of Things (10T) devices,
the researchers also proposed that security methods be included into these devices [48].

Internet of Medical Things (IOMT): The Internet of Medical Things (IOMT) refers to
the process of connecting various things to various individuals inside a healthcare facility or
across the health system in order to aggregate and analyze information in order to derive 10T
actionable insights [49], [50]. In healthcare, the most common use cases rational connection
people, consumers, clinicians, and caregivers [51]. Numerous connected health projects have
been piloted by healthcare organizations, with the primary goal of increasing consumer
engagement [52]. The ability to connect with consumers but also patients but rather affect their
actions will allow people to make healthier choices, resulting in better outcomes as well as
lower healthcare costs. Monitoring consumers' vital signs and activity, as well as hold them to
account for healthcare decisions, will help drive compliance even further [53]. To control
healthcare costs, there is a growing emphasis on improving population health around the world.
A greater emphasis on consumer engagement and creative technology to integrating IO T-based
health care into innovative care delivery | s promoting the use of connected medical

technologies.
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Figure 1: Internet of medical things architecture

Security and privacy issues with the Internet of Medical Things (IOMT): Security,
compliance, and product development expenses are the three most pressing issues for
businesses and the medical industry in 2017. The signal between both the pulse generator and
the programmer, as well as pacemakers and insulin pumps, are all at danger. To put it simply,
they might be deadly. There are around 8600 security issues found in pacemakers, which are
used to keep people's hearts beating. A guy called Jerome Radcliffe was discovered hacking
into and disabling an insulin pump linked to his abdomen at the "Black Hat Technical Security
Conference™ in Las Vegas in August 2011. As part of an insulin delivery system meant to keep
Radcliffe alive by monitoring and maintaining his blood glucose levels, this pump has been
used. Reignited the discussion over wearable security and whether manufacturers were taking
enough measures to avoid such assaults after this on-stage demonstration [54]. Cyberattacks
on the healthcare industry are a top priority, according to SANS' healthcare cyber threat study.
Figure 2 demonstrates that 72% of healthcare facilities have been hacked by medical device
vendors.
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Figure 2: Organizations in healthcare compromised.

There were 65 healthcare establishments in the United Kingdom affected by the
WannaCry ransomware in May 2018 [55]. Even MRI equipment were compromised by this

cyber-attack.

Concerns about the safety and privacy of medical devices connected to the internet:
Wearables capture an average of 310 MB of Physician Health Data (PGHD) per person every
year. The yearly cost for thousand inhabitants is 31 TB [56]. The volume of patient information
would only grow as wearable technology becomes more commonplace in healthcare. This
study focuses on the security and privacy issues of wearable activity trackers. In light of the
significance of security and privacy in the internet-connected devices, more sensitive content
should be categorized, handled and secured with priority." The following diagram illustrates
the internet's transmission of privacy-related information via user data. Automation is a
common feature of most wearable gadgets. The convenience of computerized data is

counterbalanced by the security risks it entails.
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Figure 3: IOT and the security and privacy issue

We may now better grasp the structure of biosensor wearable devices thanks to Yan
Wand and Yu work to highlight the drawbacks of existing wearable systems, this article also
investigated several system implementations. In Figure 4, a smart healthcare system is shown.
Patient data is gathered by the device's biosensors, and the information from across all sensors
is relayed towards the Central Node through wireless or cable connectivity. In the Central

Node, a CPU processes all the acquired data before it is distributed wirelessly to other
applications.
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Figure 4: Architecture of a wearable health monitoring system

Wearable healthcare monitoring was discussed in detail; however, the authors did not

provide any guidance on how to secure these devices. The privacy and security of medical
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devices connected through the wrist-worn internet have yet to be studied from a stakeholder
viewpoint to the best of my knowledge. All the publications in this part have helped me to
better grasp the architectural style, communication methods, and security concerns of all these

devices.

3. RESEARCH METHODOLOGY

Researchers hope that these findings may help users who are unsure about which
wearable internet-connected medical device (IOMT) to choose, spur more healthy competition
among IOMT device makers, and ultimately enhance the overall security of such devices for
the general population. The MCDM (Multiple Criteria Decision Making) technique was used
in this investigation. It's a decision-making method that takes into consideration a variety of
factors, even those that clash. As a result, the goal of this article is to examine the current state

of medical device security from the viewpoint of stakeholders.

4. DATA ANALYSIS

IOMT device stakeholders may benefit from this paper's technique. Each stakeholder
has a unique experience with the item. All stakeholders aren't necessary to have all of these
criteria. The stakeholder-centric strategy helps stakeholders with a wide range of demands,
objectives, and risk-tolerance preferences. Stakeholders within those devices include everyone
from patients and physicians to hospitals and nurses to manufacturers and security experts.

This is a two-step process.

STEP 1: A questionnaire on the attributes of the smart wearable devices was
completed. Device specs and privacy rules were considered while coming up with the answers

to these queries.

STEP 2: As a result of this analysis, each attribute's score is calculated. It was

determined that each attribute's score should be rounded up to a total of 10.
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Does the device encrypt the data that is in use?

Does the device follow any of the standard encryption techniques?

If yes, Does the device comply with regulations in the country where it is used?

Does the device allow the user to choose an encryption technique?

Figure 3: Attributes and considerations.

Encryption is a key issue for medical wearable 10T devices, as shown in Figure 5, which

shows the features needed to provide privacy and security.
Data Analysis

The following algorithm has been used to standardize attribute scores.

N

10
Attribute score = Z Consideration; X N

i=1

N = number of considerations

Stakeholder-centered approach. In the preceding part, all the features and factors were
clearly specified. A stakeholder-centered approach is described in this part of the proposed
paradigm. There are many players in the smart internet of medical things: patients, physicians,
clinics, caregivers, producers, security researchers, regulatory bodies, and insurance companies
Not every stakeholder necessitates the inclusion of all the above characteristics. All

stakeholders are given the traits that are relevant to their role in the project.
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Table 1: Stakeholder-Centric Approach

Stakeholders (1 (2 |3 |4 |5 |6 (7 (8 |9 |10 |11 |12 |13 |14
Patient X [ XX |[X [ X | X |X [ X |X|X [ X | X | X |X
Hospital X X X X
Doctor X X |X |X |X X X X
Nurse X X X X
Manufacturer [ X | X |X |X |[X [X [X [X [X | X |X [X | X [|X
Regulatory X X X X X
authorities
Insurance X X |X X X
Security XX | X | X |X |X |X X X
Researchers

Keys:

1 — Authentication and Identity management 8 — Classification of data

2 — Access control and profiling 9 — Data accessed at the same time

3 — Storage location 10 — Number of stakeholders

4 — Encryption 11 — Device bandwidth

5 — Compliance 12 — Device tested

6 — Connectivity 13 — Log management

7 — Data Shredding 14 — Compatibility

5. DISCUSSIONS

Dexcom g5 as well as the MiniMed 530G Insulin Pump | Diabetes Pump System with
Smart Guard Technology are examples of wearable medical devices (Zak. Huber, 2016).
MiniMed 530G. It is only after answering all the questions that these two gadgets are appraised.
An appendix with the results of the Dexcom g5 as well as MiniMed 530G evaluations can be
found here.

In the second stage, when all the questions are answered, the rating for each
characteristic is calculated according to its considerations. All the qualities' ratings are

averaged together to get a total of 10.

/

N

10
Attribute score = Z Consideration; X v
=1

N = number of considerations

For better visualization, all attribute scores have been plotted in a graph. Figure 6 depicts a graph of all the attribute
scores for the Dexcom G5 as well as MiniMed 530G.
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Dexcom g5 === MiniMed 530G

Figure 6: Comparison of two wearable IOMT devices.

Stakeholder-centered approach. Every stakeholder has its own set of needs, objectives,
and level of comfort with taking risks. Therefore, the value of the gadget varies depending on
who is using it. The graph below shows how it changes depending on who is involved. Figure
7 displays the Dexcom g5's values from the perspectives of two stakeholders: a patient and a
clinician. For a device called the MiniMed 530G, the values of two are shown in Figure 8.
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Figure 7: Comparison of a doctor and a patient for Dexcom g3.
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Figure 8: Comparison of a doctor and a patient for MiniMed 530G

6. CONCLUSION

A recent HIMSS poll found that two-thirds of healthcare firms had a major security
incident. A lot of loMT medical device researchers as well as manufacturers are concentrating
on the S&P of all of these medical devices. As a result, several government authorities have
taken major efforts to assure the protection of healthcare data and the compliance with medical
equipment. Healthcare practitioners and patients who are interested in loMT tend to focus on
the device's performance and reliability rather than the security and privacy issues that come

with these devices. Overlooking these security issues is most often due to a lack of knowledge.

Using this technique, 10MT users (such as physicians and nurses) may rate the
protection and deterrent provided by wearable loMT devices. A stakeholder-centric strategy is
presented to enhance the security of wearables loMT devices. Because it bases security on how
users interact with wearable IoMT devices, this study is unique. A wide range of stakeholders,
including those with differing requirements, objectives, and risk tolerance, may benefit from
this strategy. This research has the potential to be developed to assist both device makers and
end users. Wearable IOMT devices may be evaluated using this technique, resulting in an easy-
to-use tool for doing so. The values of previously examined devices may be saved in this tool
and retrieved by consumers. Each feature may be given a certain weight depending on the
requirements of the various stakeholders.
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