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ABSTRACT

Numerous opportunities are emerging due to the Internet of Things' (10T) rapid development,
which has the potential to significantly improve human quality of life in many areas. The
healthcare industry is the main place where 10T can enhance our quality of lives. Security and
privacy concerns, however, take center stage in electronic health (eHealth) systems, and the
incorporation of 10T makes them increasingly difficult to address. Due to the numerous
stakeholders in its broader ecosystem, the majority of Io0MT which raises security concerns.
The loT-based healthcare system has various security features. This search provides an
Identity-Based Cryptography cornerstone management technique that uses collaborative
authentication and a secret passcode to protect transformation of data between any IoT health

device and any other entity from a different company or domain (IBC).

Keywords: Ethics, Security, Internet of Medical Things (IloMT).

1. INTRODUCTION

The delivery of health care services has changed as a result of the IT and medical
industries' convergence, or eHealth. E-Health provides a fresh method of using health resources,
such as data, cash, and pharmaceuticals. It assists all concerned parties in making better use of
those resources [1]. According to the McKinsey Global Institute, loT-based hospitals
applications will have the greatest economic impact compared to other 10T apps by 2025,
growing the global economy by between 1.1 and 2.5 trillion dollars annually [2]. It

demonstrates that 10T hospitals has a highly promising result. In terms of the advantages it will
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bring to individuals, technology, and the economy [3]. Despite all the positive information

regarding loT-based healthcare solutions, security and privacy remain major issues [4], [5].

loT-based hospital systems face numerous security plus privacy challenges, including
hackers attack, security of the communication channel and ecosystem (such as multi-factor
authentication, key management, and cryptographic support), and stealing attempts of the
stored information, etc [6]. Yet, the Health Insurance Portability and Accountability must be
complied with any 10T device that transmits patient health information (HIPAA). The limited
power, processing, and memory capabilities of 10T devices also indicate that the security
mechanism must make effective use of those resources [7]. Additionally, the design of IoT-
based health care systems generally comprises a number of stakeholders that are members of
several organizations with varying security domains and policies, which makes the security

work more challenging [8].

In light of the above-described conditions, it is crucial to offer serious management that
facilitates multiple methods and safe data transfer among devices within the loT-based health

care system [9].

This research provides an IBC-based security system that help all previously mentioned
functionalities. The Identity Based encryption topic was selected considering it is essentially
an asymmetric key scheme, which is simpler to distribute keys for [10]. Additionally, unlike
other asymmetric key schemes, such as Elliptic Curve Cryptography, it does not need a
certificate for practical key distribution. The method, which was created using a variation of
Identity Based Encryption that fixes the key escrow issue in the ldentity Based cryptography,
offers mutual authentication and agreement for secure connection entities across various

companies or domains[11].

2. LITERATURE REVIEW
2.1 Safety Challenges and Solutions

The security issues with the loT-based healthcare system are discussed in this section.
There are two primary kinds of challenges: those relating to the inherent nature of the IoT,
which has an influence on security solutions; and those relating to IoT system security,
particularly in the domain of health care [12]. Additionally, a few potential answers to the
problems discussed are offered based on some related publications. Low-speed CPUs are built
into Internet of Things health devices [13]. Such gadgets have a slow central processing unit
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(CPU) that isn't particularly powerful. Additionally, computationally intensive operations
cannot be carried out by these devices [14]. They only serve as a sensor or actuator, in other
words. Therefore, it might be difficult to identify a security solution that enhances security
performance while minimizing resource usage [15]. However, as the number of 10T devices
has increased steadily, more and more devices are joining the world data network. Therefore,
creating a highly scalable security system without sacrificing security standards is a different
difficult task. Medical records include extremely confidential information regarding a patient's
data and health statues that needs to be kept safe and secret from any hackers [16], [17].

In order to comply with HIPAA, hospitals and other healthcare organizations must
securely communicate patients' sensitive information [18]. If the automated data gathering isn't
validated and handled appropriately, security breaches and privacy violations are quite likely
due to the widespread and omnipresent nature of loT [19]. Without real-time monitoring,
patients' private and sensitive medical information may be altered, misused, or compromised.
This poses a grave threat to infrastructure in addition to having a devastating effect on people's
lives. Apps and wearable technology might be taken over by malicious users, who could then
access users' sensitive information and pose grave security and health threats [20]. In order to
comply with HIPAA, hospitals and other healthcare organizations must securely communicate
patients' sensitive information. If the automated data gathering isn't validated and handled
appropriately, security breaches and privacy violations are quite likely due to the widespread
and omnipresent nature of 10T [21].

Without real-time monitoring, patients' private and sensitive medical information may
be altered, misused 43, or compromised [22]. This poses a grave threat to infrastructure in
addition to having a devastating effect on people's lives. Apps and wearable technology might
be taken over by malicious users, who could then access users' sensitive information and pose

grave security and health threats [23].
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Clinic 1

Figure 1. Reference architecture of IoT-based health care across domains

The management of passwords and access to applications and private patient data
presents another difficulty [24]. When a patient's sensor gadget asks for access, for example,
medical care providers are permitted to do so, but the internet connection sources may be an
insecure Wi-Fi network that is readily compromised [25].

Numerous authentication approaches might be used to enable patients to confirm their
identities and grant doctors’ access to their internally implanted gadgets [26], but suddenly they
lost consciousness and are still in severe need of medical treatment and direction [27]. Some
manufacturers of 10T healthcare products offer a lifetime difficult password to managing loT
devices [28], the device documentation contains passwords that are accessible to the general
public and might be used to incorrectly set the device, endangering the lives of patients [29].
Correctly establishing and executing cryptography methods in IoT health is another difficulty.
Due to the ubiquitous and ongoing capabilities of the IoT, Cryptographic key management is

necessary yet complex [30].

The 0T platform necessitates the use of concurrent authentication processes with real-
time answers. Health information about patients should be encrypted and decrypted whenever
it is judged necessary, according to HIPAA regulations regarding Transmission Security
Encryption (TSE) [31]. Entities are required to create documentation of the installed encryption
technology, including rules and protocols, the exchange of cryptographic key management,

and limiting who has access to generate and modify cryptographic keys. Additionally, it's
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important to audit and enforce policies for keeping and sharing keys that really are secret [32]-
[34].

A lot of security measures have been developed to solve loT-related issues in various
apps; these plans may also be used in the healthcare industry [35]. Given that IoT comprises of
constrained-devices (e.g., limited processing) [36]. The issue of secure transmission in 10T as
specified by HIPAA law is inextricably linked with cryptographic methods, as are huge
numbers of IoT nodes, which has expanding issues [37]. Furthermore, proper encryption

management is critical in secure communication and is tied to authentication.

Due to its tiny key size and ability to meet the needs of constrained devices, symmetric
key cryptography-based schemes were first the subject of in-depth research [38]. However, it
has a significant scalability flaw [39]. There have also been various attempts to implement a
Public Key Cryptography (PKC)-based system on restricted devices in order to overcome the
scalability issue [40]. It has been demonstrated that it is possible to implement PKC with
restricted hardware, particularly when utilizing ECC, which necessitates a smaller key size than
RSA-based PKC [41].

However, standard PKC requires credentials, which take up more memory and are
difficult to handle. A certificate less PKC system called IBC has been developed to address
this issue [42]. The fundamental concept of the original IBE is as follows: initially, a central
entity known as the Private Key Generator (PKG) is in charge of producing some public
consideration and a core key that is kept a secret [43]. Following that, all other people that trust
the specific PKG given their Identifications users can produce their own private keys using the
master key [44]. With the exception that the public key can be created by any entity using a
known ID, the encryption-decryption procedure can now be carried out in the same way as the
conventional PKG. Due to its advantages, e.g. Some IBC-based security approaches, such as
certificate less and minimal resource needs, have also been deployed for restricted devices,
including Mobile Ad-hoc Networks [45]. Random strings, such as the identity of a
communicating party, can be used as a public key in IBC, taking the certificate in conventional
PKC place [46].

IBC plan has been put out for the Internet of Things. It is suggested to use a proxy and
a key setup mechanism for two interacting entities, one of which is a restricted device [47].

Machine-to-Machine (M2M) IBC protocol design pattern was put out in reference [48].

2.2 Safety challenges and solutions. Part2
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This section explores potential 1oT-based hospital system design from multiple aspects
[49]. Has investigated the interaction of four parties—sensor owners, sensor publishers,
extended service providers, and sensor data consumers is the foundation for how 10T sensing
devices work in general [50]. SO might be a business that sells sensors, a government agency,

a private individual, or another SO [51].

If the SO concludes that data produced by these sensors will really be accessed on the
cloud, it must define the data access policy that all SPs should implement and potential users
should follow [52]. When an SDC (for example, a government agency, a business enterprise,
an academic institution, or an employee) expresses interest in data exchange from a published
sensor, the SP mediates the establishment of a service agreement between the SDC and the
relevant SO, outlining the SO's obligations with regard to the importance and accessibility of
the submitted sensing data, as well as their adherence to current standards [53].

Sensing Service Provider (SSP) is a different organization that streamlines
communication between SDC and also other organizations that serve its goals, such as SO (for
data accessibility, integrity, and quality), SP (for access services to sensor data), and other
extended service providers (for value added services) [54]. In a scenario involving health care,
SDC might be any supplier of health care services or a medical facility (such as a hospital,
clinic, etc.). Those SDC in the healthcare industry may choose to adopt loT-based hospital
services for addition to their current IT infrastructure or by outsourcing it to specialist providers
depending on the financial, human, and technological resources that are available [55].
Particularly for tiny medical institutes, the second choice might be more preferred (e.g. clinics,

general practitioners).

From a practical standpoint, the architecture deployment strategy of an loT-based
hospital system may be done in a variety of ways . According to one of the studies, tele-EKG!,
an ongoing tele-health pilot project, is done in such a way that a renowned cardiac hospital
serves as the initiative's hub while also providing services to other distantly placed healthcare
providers [56]. To get a diagnosis relating to the cardiac difficulties of the patients in the distant
region to health care providers who lack cardiology doctors may submit the EKG test data of

their patients to other cardiologist who is a member of the referring hospital using tele-EKG.

The example model is a condensed form in which SP is taken to be the SSP itself, the

SO is a component of the healthcare providers (clinics one and two), and hospital 1 is the SDC.
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Additionally, it is presumable that every healthcare organization hired expert providers to
handle the loT-based healthcare system (e.g., SSP 1, SSP 2 and SSP H).

According to table 1, the reference architecture will feature three PKG for each SSP
domain in accordance with the planned IBC security system, which calls for PKG. PKG is only
accessible to organizations that are part of its domain for security reasons. They provide public

parameters and master secret keys for each domain as PKGs.

TABLE 1.
SUMMARY OF ALL ALGORITHMS IN IBE WITHOUT KEY ESCROW
Algorithm Input Output
K. 0
Setup l p.azrl;rflcelllc?r(y s: system’s master-key (private) params: system’s public parame- ters

Ritract ID: Identity QID : public key

s and params dID : private key

- tID : sub-private key

Biplish para.ms NID :sub-public key
Encrypt ID"I]):,[I;?::::C?\[/ 1D C: ciphertext
Decrypt S ' plaintext

dID,t,params

3. MTHODOLOGY

The definite purpose of the research projected by exploring secondary data from previously
published journals, books and literature whereas, this research was primarily hold to signify
Identity-Based Cryptography that is a cornerstone management strategy secures data
translation between any 10T health device and any other entity from a different business or

domain by using cooperative authentication and security.

4. EMPIRICAL ANALYSIS
4.1 IBE Scheme

Several researchers argued, the suggested system is based on an IBE variation without
key escrow. Franklin's original IBE method uses four randomized algorithms—Setup, Extract,
Encrypt, and Decrypt—while the IBE's variation without key escrow includes a fifth algorithm

called Publish. The last table contains a summary of the inputs and outputs for all five methods.

And by taking note that the setup algorithm runs completely in the PKG, which may

happen, for example, during system startup. As part of the Extract algorithm, the PKG gets an
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Al input ID from a communicating entity. Once the algorithm is carried out in the PKG, QID
is made public in a directory while dID is provided covertly to the communicating entity. The
remainder of the algorithm (Publish, Encrypt, and Decrypt), with the exception of NID being
one of the outcomes of the Publish process being published in a public directory, occurs in the

communicating entity.

Before describing the other process in the suggested approach, namely key agreement
authentication and system and device initialization. Table 2 provides definitions for the
notations used in the suggested scheme.

4.2 System and Device Initialization

Framework administration is the operation performed when a gateway and a
constrained device join the SSP!, although system initialization is a method performed when
an SSPPKG !'s is enabled. The most important step in configuration is generating the master
key and parameters, followed by making the parameters public, as mentioned in the prior
section. Furthermore, the SSP PKG is dependent on it! to have a unique online identity that can
be recognized by anything or anybody As a result, we recommend that the loT Service
Provider's primary identity be the domain name, to which the device identity will be attached.
Even if the access points is in a different domain, having such an identifier scheme is helpful

in the lookup process.

Mainly two operations must be carried out: the production and distribution of the gadget
by the PKG, and the formation of sub-public and sub-private key pairs by the device itself. In
theory, the device's identification and accompanying private key are distributed statically
during the flashing period of the device, but the online technique may be done more
dynamically. In this situation, an online approach is selected, and a secure method of providing
the device's private key is suggested.

Two identical keys, KInitReq plus KInitRsp, which are generated one time randomly
and will be useless after device initialization, are used to secure the proposed online device
initialization. There are several ways to get the keys. One useful method is to register a device
via a web interface. After the registration procedure, the registered device will receive a unique
device identification, KinitReq, and KlInitRsp (e.g. they can be loaded to the device by cable
data after downloading from PKG). It is now able to add more human-friendly names to the
unique device identification, such as the type of device (gateway, EKG, diabetes sensor, etc.).
The position of the device (hospital or clinic, etc.). Then, utilizing Authenticated Encryption
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with Associated Data, the device may safely ask for its identification and associated private
key (AEAD). AEAD was chosen because it works quicker than a safe implementation of Hash-
based Message Authentication Code (HMAC), which uses two keys for encryption and
authentication, and it is more secure to fully authenticate the cipher text rather than just encrypt

it. Table 2 displays the whole secure device initialization process.

TABLE 2.

DEFINITION OF USED NOTATIONS
Notation Definition
S Master secret key
paramsx Public system parameter of domain x
IDi Identity of entity i
Qi Public key of corresponding entity i
di Private key of corresponding entity i
Ni Sub-public key of corresponding entity i
ti Sub-private key of corresponding entity i
Pm Plaintext from a message m or a result of decryption
Cm Ciphertext, a result of encrypting message m

E(k, N,P,A)  AEAD encryption of plaintext P, using key k, nonce N
and associated data A

D(k,N,C,A) AEAD decryption of ciphertext C, using key k, nonce N
and associated data A

Eij(m) ID based encryption of message m using Qj, Nj, and ti

Dij (m) ID based decryption of message m using Qj, Nj, and ti

Sm Digest of message m as a result of Message Authentication
Code (MAC)

4.3 Authentication Mechanism with Key Agreement:

Form three depicts a situation when the suggested authentication procedure and key
agreement are used. In this example, user A of a mobile app wishes to access sensor B, which
is a part of an 10TSP domain. User A and sensor B shall be referred to as A and B, respectively,
moving forward for the sake of simplicity. Additionally, the access point to B for A is the loT
Server (10TS). Since it is anticipated that the mobile app (either the app itself or the server that
offers API to the app) performs action A in this situation, it is represented in form 3 as a single
entity. Additionally, it may be believed that practically speaking, entities within each domain
are unaware of the system parameters and sub-public keys of entities inside other domains,
necessitating a lookup operation prior to encryption. Following is an explanation of the

authentication technique in detail:

First, using IDI0T S = H1loT SP (IDIoT S), where H1IoT SP is a part of paramsloT
SP, A does a search to acquire NIoT S and paramsloT SP. For encryption, additional paramsloT
SP parameters are also utilized. Then, using QIoT s, NIoT s, and tA as keys, IDA, IDB, and
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timestamp T are encrypted to generate C1. Here, T is utilized to stop a counterattack. IDA,
IDIOT S, and C1 are then sent to IoTS.

loTS will conduct a quest depending on the IDA obtained after receiving a message
from A in order to acquire the parameters A and NA. After a successful search, it decrypts C1
to produce IDA, IDB, and T using dloT S, tloT S, and N A. Then T is validated, and IDA is
checked to see whether it is comparable to the one that was received. If they are true, the
procedure continues; if not, it pauses and notifies A of the problem. A message containing NB
is encrypted as C2 using QA, NA, and tloT S after successful validation, and C2 is then
delivered to A. A second message containing the parameters A and NA is encrypted as C3
using QB, NB, and tloT S before being delivered to B, letting A know that they want access to
it.

After receiving C2, A uses dA, tA, and NioT S to decode it in order to produce NB. A
then creates nonce A, encrypts it with IDA using QB, NB, and tA as C4 before sending it to B.

B decrypts C3 after receiving it from IoTS in order to get the parameters M A and NA
utilizing dB, tB, and NioT S.

B decrypts C4 using dB, tB, and NA after receiving it from A in order to produce
nonceA. Then, using a key derivation function, such as an HMAC-based Key Derivation
Function, B creates nonceB and uses it, together with nonceA and IDB, to create the shared
secret key with A, kBA (HKDF). After that, IDB and nonceB are encrypted using QA, NA,
and tB as C5, and a digital S1 is made from a message made up of IDB, IDA, and nonceA with
key KBA using a message authentication code like HMAC. IDB, IDA, C5, and S1 are then
sent to A.

A receives C5 and S1, decrypts C5 using dA, tA, and NB to derive nonceB, and then
generates KBA using nonceA, nonceB, and ID. Next, using the newly constructed kBA,
another S/ is formed in the same manner that B did it, and it is then validated against the
received S1. Following S1's verification, S2 is produced using IDA, IDB, and nonceA using
kBA and delivered to B.

S2 is then validated by b when it has been received. Both A and B will use kBA as their

shared secret key after successful verification.

User A and sensor B are ultimately together are authenticated. Additionally, they may
communicate privately and securely using symmetric key encryption, such as Advanced

Encryption Standard (AES), which has kBA and is more compact than public key encryption.
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Device PKG

Generate Nonce
Ceeq = E(Kinereer Nonce, “InitReq”, ID;)

C
“REQ

Piea = D(K nerear Nonce, Gy, ID;)

dio = Extract(params, s, ID;)

P:s = (dip, params)

Ges = E(Kinarsp, Nonce, Prsp, PKG_IP)

~
RSP

Pase = D(Kintase, Nonce, Gess, PKG_IP)
(di, params) = Pges

l

Figure 2. Device initialization protocol in a SSP! Domain

User A = SSP H SSP 1 SensorB

paramssse;, Nugs: = lookup(IDsse:)
Cy=Eassea(1D4]104]T)

=DL' IDSS’X' CX
paramsggey, Na = lookup(IDy)

Py = Dagses (1D | 104 T)

Verify T, IDs

C=Esgp1a(IDsss: | 10| Ng I T)

C=Esspra 1Dz, | 1D | paramseee, | NL)

1Ds524, ID4,C: 1Dsszy, 105,Cs
P3=Dssesa(IDsses |10 Na | T) Py = Dsss1a(1Dsse1 | 104 | paramssssw | Na)
Generate Nonce,
C,=E,s(ID,| Nonce,)
ID,, 1Dy, C¢

P: = Dus(IDs|Nonce,)
Generate Nonce,
ky.=HKDF(Nonce,,Nonce,ID,)
Cy=E4.(ID, |Nonce,)
S;=HMAC(Ks4,IDg | 1D: | Nonce,)

1Dy, ID,,G,.S;
P,=D,,(ID, |Nonce,)
kss=HKDF(Nonce,, Nonce,,IDy)
Verify S,
S:=HMAC(kss,ID |IDs |[Nonces)
ID,, ID,, S;

Verify S,

Figure 3. Authentication mechanism with entity in different domain

5. RESULTS AND DISCUSSION

The security capabilities of the suggested approach are discussed in this chapter. The
threat model used for the security study is provided first. The suggested scheme's security
aspects are next examined. Finally, a discussion on mutual authentication's security is had.

5.1 Risk Model
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Every message sent through the system is eavesdropped on by an outside attacker who
then replays the previous message to the receiver, breaks up the eavesdropped message into
smaller pieces, reassembles the pieces into a new message, and sends the new message to any
legal entity. The attacker can also decrypt ciphertext if they have access to the corresponding

key, modify the decrypted plaintext, and forge messages using the public key of a legal entity.

Compromised equipment, such one that can perform all actions an outside attacker
might, uses its own private key, which was given with MSP, to decode intercepted messages
or create fake ones. A compromised SSP that uses its own private key to decode intercepted

messages or create fake messages and is able to do any action an outside attacker could.
Security Feature of The Proposed Scheme

When a communication is encrypted, it is authenticated: Sender | must use ti to encrypt
the message before sending it to receiver j, and the recipient must use Ni to decode the message.
The message could only be properly encrypted and decrypted with the right (ti,Ni) combination.
This indicates that the recipient could only decode the message by the matching Ni if the
communication was encrypted by an authorized sender i. Therefore, the encryption serves as

the message's authentication, and no more signatures are required.

The key escrow issue is solved by using dj and tj when a receiver j wishes to decode a
message. The receiver is the sole party with knowledge of the dj, SSP, and tj. The message
could therefore only be decoded by the recipient because to the tj even if the SSP is hacked or
the private key dj is exposed. The primary escrow issue is thus resolved by the presence of tj.

Likewise, the update of data strengthens the authentication scheme's security.
e Mutual Authentication

The authentication technique enables mutual authentication between a hospital user, a
medical sensor, and the SSP1! The SSP1! verifies the hospital user's ID. The SSP1 and its
associated sub-public key NID could only decipher messages encrypted by authorized hospital
users. Additionally, the sub-secret key tID makes sure that only the authorized mobile user may
authenticate a message with encryption, and that only the target sensor can decode a message

and vice versa.

6. CONCLUSION
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IoMT security and privacy assurance is a really difficult task. The fact that 10T is mostly
used to link patients with medical institutions or among a number of healthcare providers
spread across several sectors with various levels of trust authority makes it more difficult. An
IBC-based system has been put forth for the purpose of securing communication in loMT
across several domains. The key contributions are the IBE-based key-escrow-free
authentication mechanism, the mechanism to look up IBE system parameters in other domains,
the mechanism to generate shared secret keys to secure communication of the presentation of

the mutual authentication.

A cryptographic identity might be used alternatively of a plain identity to facilitate
verification and increase identity security, but this is still up for debate. In order to take into
account more stakeholders as described in the suggested model, an extension of the proposed
scheme with an expanded loT-based health care system architecture needs to be taken into
consideration. To test the effectiveness and practical viability of the suggested method, it will

also be implemented in a prototype or genuine 10T system.
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