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Abstract

The purpose of this study is to appraise the integration or convergence issues influencing
the mutual functioning of blockchain, Al, and 10oT. The study argued that the recent
developments in the field of 10T and blockchain prediction have involved the integration of
innumerable classification schemes to establish a hybrid model. The introduction of the hybrid
technique relies on the prediction performance that strives to override the limitations of any
available architectural scheme. This study offers a comprehensive exploratory appraisal of the
issues influencing the successful integration of 10T and blockchain in regards to functionality
and effectiveness of security, trust, and flawless communication issues. The exploratory
research methodology was used in analyzing the issues affecting the integration of blockchain,
artificial intelligence (Al), and the internet of things (loT). The findings indicated that the
integration challenges influencing the effective operations of blockchain, Al, and IoT as a
single system involve security, scalability, accountability, and trust of communications. The
study recommends that successful and effective integration will enhance the development of
new business models as well as the digital transformation of market corporations. Accordingly,
new approaches to convergence should ensure that executives address the new technology

demands to obtain significant gains in efficiency.
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1. INTRODUCTION

New developments in the integration frameworks between 10T and blockchain in different
fields have sparked debates concerning the actual framework that should be adopted by firms
desiring to benefit from the convergence of the two technologies [1]. As one of the principal
concepts guiding new prospects of industrial revolution, the Internet of Things (loT) has
achieved immeasurable milestones[2]. Globally, the projected growth of loT was about $170
billion in 2017 and is expected to be about $560 billion by end of the financial year 2022 [3].
Although countless professionals have indicated that 10T is the new industrial revolution, key
challenges have affected the performance of IoT, starting from the ancient days in which there
was the lack of a protected ecosystem covering all the construction blocks of 10T design as well
as the scalability issues affecting the entire system. The number of devices operating in any loT
system has been one of the primary issues affecting the performance of IoT since its
introduction[4].

It is commendable that the 10T has enhanced a common operating picture (COP) handling
many applications and aspects of modern day life [5]. Blockchain, in this regard, has enhanced
the effectiveness of COP because it has advanced the operations of wireless network and sensor
devices that could not otherwise communicate via the conventional loT network [6], [7].
Blockchain, artificial intelligence (Al), and loT are the principal technologies that have driven
the next phase of digital transformation [8]. It is projected that these technologies will enable
for the creation of new business models, including autonomous agents, digital version of 10T,
receiving or sending money via blockchain technology, and autonomous decision-making as

independent agents of economy [6].

The 10T has enabled a complex connection of things or objects, powered by sensing,
communication units, and processing, to identify physical events, interact with their
environments, and exchange data[9]. The objective of such interactions is to monitor processes
or make decisions concerning events requiring human interventions [10]. Perhaps the most
renowned inspirations related to the rise of 10T systems was the need to foster the real-time
information collection as well as the need to offer remote and automatic control mechanisms
that have replaced current conventional control and monitoring systems across industries [10],
[11]. The integration between 10T, Al, and blockchain will introduce a new system architecture
that will control and advance most of the ineffective procedures associated with the welfare of

humankind.
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2. THEORETICAL FRAMEWORK

The theoretical framework adopted in this study considered the limitations of the existing
shreds of research on the most effective convergence architecture for Al, blockchain, and IoT.
The current research, in this regard, utilizes generalized philosophies and theories concerning
the effectiveness of convergence between the three aspects of modern industrialization,
including blockchain, Al, and 10T [12]. The theories considered in this depends on the fact that
the distributive ledger aspect of blockchain is one of the solutions for the existing security and

privacy challenges.

2.1 INDUSTRY DESCRIPTION

The general industry guiding the integration of 10T, Al, and blockchain has produced
innumerable scales of information requiring power, network connectivity, storage, and
processing. The objective of convergence, in this regard, is to transform available data into
meaningful services and information. Along with concerns such as network scalability and
reliable connectivity, data privacy and cybersecurity are issues of critical importance regarding
the networks serving 10T and related systems [13]. The current industry involves centralized
designs that have widely been used to connect, authorize, and authenticate different loT network

nodes.

2.2 LITERATURE REVIEW

The integration and performance issues affecting convergence of blockchain with the 10T
has been addressed by many scholars. One of the main concerns of the issues affecting the
seamless integration involve the fact that integrating these technologies focused on the
prediction performance by filling the gap of limited literatures on the previous classification or
convergence techniques [14]. In modern world, artificial intelligence, 10T, and blockchain
technologies have been acknowledged as innovations that can promote the existing business

processes, disrupt entire market economies, and establish new business models. For instance,
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blockchain can enhance business process efficiency, security, transparency, and trust because

of its decentralized, distributed, and shared ledger [15].

Issues affecting convergence or integration between Al blockchain, and IoT has often been
neglected based on many factors. For example, these three technologies are often used
separately and selectively based on the demands of a specific firm. These innovations, however,
should be implemented collectively now and in the future [16]. One potential integration
platform between these technologies is the use of 10T to provide and solicit data, with blockchain
offering the setup rules of engagement and infrastructure while the Al maximizing the rules and

process optimization [17], [18].

Information process integration for security, trust, and seamless flow is one of the principal
objectives of connection loT, Al, and blockchain. There are many solutions for addressing the
vulnerabilities and threats affecting the operations of 10T. 10T has played a crucial role in the
daily organization level by ensuring the ease of working in diverse enterprises [19].
Accordingly, the threat level existing in 10T deviecs is relatively high, indicating that the
assessment and integration demands of the different models must be guaranteed to ensure
orientation [19]. Because 0T security is critical commensurate with the activities of hackers

and malicious users, it is arguable the current architectures are often prone to attacks.

Convergence between Al, blockchain, and IoT has also been discussed by several shreds of
literature. It is outlined that the use of Al, along with the abilities of 10T has enhanced treatments
targeting patients suffering from Hepatitis C, a blood-borne infection that is often asymptomatic
in the initial phases [20]. The progression of hepatitis C throughout the final phases often
complicates the treatment and diagnosis process. Accordingly, a system based on Al and
machine learning algorithms can assist healthcare providers in offering effective diagnoses in
the early stages [21], [22]. Based on the effectiveness of the blockchain in ensuring seamless,
secure, and confirmed flow of information, it is arguable that the convergence of Al, blockchain,

and loT can significantly enhance the services given to patients suffering from hepatitis C.

2.3 PROBLEM STATEMENT, RESEARCH GAP, RESEARCH CONTRIBUTION

Many pieces of research have tackled the issues, capabilities, benefits, and challenges facing
the integration of Al, blockchain, and 10T [23], [24]. The existing studies, however, have only
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focused on particular areas, including health, finance, and agriculture, with finance being at the
forefront of most emerging studies [25], [26]. Despite the evident success of the convergence of
blockchain with 10T in some of these fields, the analysis of converging Al, blockchain, and 10T
has not been addressed in most of the existing bodies of literature [27]. Accordingly, this study
strives to determine the opportunities and challenges of integrating these three technologies
using the best architectural model to enhance the accountability and accuracy of offering a broad

range of services [28].

3. RESEARCH MODEL AND HYPOTHESES

The analytical approach was considered as the best research design for this research. An
analytical mechanism denotes the application of appraisals to decipher an issue down to its
specific elements appropriate for finding a solution. Generally, the analytical approach is also
referred to as formal analysis [29]. The primary challenge linked with the analytic approach,
however, is that the existing tools are limited to the specific problems they can identify and
solve [30]. The approach adopted in this study is founded on the fact that the issues influencing
integration between 10T, blockchain, and Al include the common elements such as efficiency,
trust, accuracy, and scalability [31], [23]. Commensurate, the research design or model
hypothesizes that integrating the three technologies can produce significant outcomes for

organizations over time [32].

3.1 METHODOLOGY AND RESEARCH DESIGN

The adopted methodology was the quantitative research design. The selected research
method focused on the performance of organizations that have implemented the Al, blockchain,
and 10T in delivering services to public. Quantitative research was important for this study
because it is crucial to identifying trends and averages to predict or evaluate causal associations
that generalizes outcomes to a broader population in the end [33]. This research method was
adopted as an experimental and correlational research technique because it formally examines

the predictions or hypotheses based on statistics.

Based on the required data to perform a comprehensive quantitative analysis of the data on
convergence issues affecting the integration of blockchain, Ai, and IoT, trust issues was the
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major element involved in the process. Trust is one of the primary concerns that has affected the
integration of blockchain with 10T and Al [34]. The quantitative approach, in this regard,
involved the different procedural steps appropriate to the existing study. Principally, the
advantage of using a quantitative research method is that the design is necessary regarding the

use of factual data needed to address research questions [34], [35].

In the process of determining the most appropriate quantitative method for the study, the
study relied on the proportion supporting the assisted perception, which concerned the
distribution of respondents according to age, residence, household income, and marital status,
among others [36]. Additionally, the study data focused on the number of companies that have
performed based on issues such as level of education and understanding of key issues guiding

data use and the need for historical evidence.

3.2 POPULATION/SAMPLE/UNIT OF ANALYSIS

The sampling, population, and unit of analysis was regarded as one of the fundamental
elements of the study. In this research, it was considered that the companies that have
implemented some of the suggested frameworks have understood some of the most influential
elements, including, among others, the challenges, benefits, and opportunities associated with
any of the emerging issues [29]. Regarding the study and associated measures, it is arguable
that the study determined the efficiency of the suggested approach because of the urgent need

to foster the transaction rate occurring through blockchain transactions [30], [37].

According to the exploratory design of the suggested framework, this study considered the
fact that the efficiency of any applicable approach should follow the contribution of the
following specific elements: transaction efficiency (described as the study equation —(1)), n
(number of business transactions happening through the integrated Al, 10T, and blockchain
platforms), communications trust via trust (t), and the nature of security associated with the
transactions (s). It is noteworthy that this model relies on the findings and design of the study

conducted by Ghazal et al., in which the analysis relied on the equation outlined below

Effectivity of performance = s+n-+t(n) (1)
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The inclusion of n depends on the fact that the data used in the appraisal relied on the
procedural developments of blockchain in the development of convergence metrics between Al,
blockchain, and IoT [38]. In one of the papers published by the individuals supporting the
convergence of blockchain, Al, and 10T, Ghazal et al. argue that the computation of the
immediate communication trust focuses on enhancing the trust of consumers concerning the

most detailed model of the blockchain.

4. ANALYZING DATA

Equation 1 presented above outlines all the variables that have been used in presenting all
the data aspects in this study. Accordingly, once this process improves, it is arguable that the
integrated architecture covering convergence of loT, Al, and blockchain will outline a
comprehensive sequence of tests to determine the accuracy of handling the challenges
influencing the existing block chain models [39]. In this study, the immediate test concerned the
computation of trust transaction that majorly focused on the capacity of companies to improve
the level of trust in the suggested blockchain models. It is arguable that this aspect was obtained
via seeking the attitudes of the different users concerning their ability and capacities to obtain

the outlined requirements.

The data model, commensurate with the qualitative analysis study has many inferences.
Firstly, the level of consumer/customer trust is determined by adding the scale of successful
transactions (St) to the number of unsuccessful transactions (Zt). The outcome of this figure is
divided by tt (the aggregate or total transactions). In this regard, (2) provides the actual number

of transactions associated with any type of transaction.

T or transactions trust = (St+Zt)/tt 2

Based on the equation above, it is difficult to determine the security of the transactions that
can happen without allowing or understanding of the detected threats. In this regard, it is
arguable that the threat numbers is computed by dividing ts (solved threats) with the overall

risks or threats identified in the entire convergence system.

The number of secure transactions following the convergence of Al, 10T, and blockchain (S)
is denoted by Equation 3:
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S = (td —ts)/td. Which reflects the number of transactions as

N = transaction days (dt)/average daily transaction (adt); that is:

N =9dt/adt

4.1. DISCUSSION OF THE RESULTSS

It is arguable that one of the many challenges affecting effective integration of Al, 10T, and
blockchain is the existence of heterogeneous alternative outlining the variety of loT devices and
applications that needs to integrate Al and blockchain with 10T tech founded on their
requirements and demands [40]. Generally, these alternatives are only founded on particular use

cases that cannot suit a broad range of devices and applications in this specific sector.

As a result, new studies should advocate for the development of a set of standards and
protocols that can support the essential and basic needs of all 10T devices and applications rather
than introducing applications/devices that can only operate via 10T networks. The combined
potential of Al, 10T, and blockchain is immeasurable. Based on existing kinds of studies, it is
arguable that the amalgamation of Al, 10T, and blockchain technology can unlock several new
business architectures for the accrual of funds from loT devices and applications [41]. The
results presented in the formulas and considerations outlined above resonates with the fact that
the security of transactions have the accuracy that reflect the percentages produced by the
following formulas. When comparing the models, it is appropriate that the architecture
controlling the design of the tables indicate centralization as about 100% of the model. These
results indicate that either of the algorithms applicable in the development of a perfect
architecture can help address all the concerns of blockchain, Al, and 10T convergence in both

the short and long-terms.

5. CONCLUSIONS AND RECOMMENDATIONS

The objective of this study was to assess the most recent and adopted architectures of
blockchain. The analysis involved comparing the most popular, recent, and interesting
consensus algorithms as well as evaluating the integration between loT, Al, and blockchain via
illustrating the existing field researches. The paper also offered a comprehensive overview of

the distruptive studies on the topic that current authors have continued to investigate. The
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findings indicated that the convergence between Al, blockchain, and IoT can enhance the
adequacy of computational level as well as efficiency in optimizing the energy consumption of
connected devices. Al, 10T, and blockchain are technologies that will continue to be integrated
in myriad dimensions. This paper contends that the integration of these innovative models will
occur because services, products, and business models will benefit from the diversity of these
technologies. Generally, these business models can be widely adopted by any independent

agent, including cameras, trucks, machines, cars, and numerous sensors.
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