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Abstract 

The objective of this study was to determine the effectiveness of a particular convergence 

model for IoT and blockchain. Multiple regression model was selected to determine the effective 

of a specific convergence model. Three convergence models were selected for this study, including 

the hybrid approach, the IoT-blockchain approach, and the IoT-IoT approach. The findings 

indicated that there are issues with convergence between two different technologies. The other 

finding was that the hybrid model provided the best convergence platform for integrating IoT with 

blockchain. Regarding the IoT and blockchain, convergence challenges included the limited 

capacity of IoT devices to handle the nature of distributed ledgers. The recommendation is that the 

aspects of traditional blockchain should be redesigned because of new requirements of IoT, 

including smart contracts, consensus protocol, data privacy, and security.    
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Introduction 

As a concept, the Internet of Things (IoT) is exciting and fascinating. One of the 

challenging features of IoT, however, is possessing a secure ecosystem that covers all the building 

blocks in the IoT design [1]. Blockchain denotes the database holding a seamless and growing 

dataset. Generally, blockchain has a distributive nature, indicating that there is no single or master 

PC controlling the entire chain. Instead, the involved nodes feature a copy of the entire chain. 
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Understanding the diverse building blocks of blockchains and IoT can determine the vulnerability 

areas in each unit [2]. Accordingly, exploring the different technologies required to address each 

of the emerging weaknesses are crucial to tackling the convergence issues between IoT and 

blockchain technologies [45]. 

In a typical architecture of IoT, the blockchain functions to maintain an immutable data 

record of the entire history of device operations. The benefit of this feature is that it allows the 

independent functioning of the devices within the system without the demand for any centralized 

authority [2]. Consequently, the blockchain provides an avenue to a sequence of IoT contexts that 

were previously complex or impossible to deploy [46].  

Despite the ever-increasing agreement on the likelihood of IoT and blockchain 

convergence, the principal issue is the actual place in which the blockchain will be housed [3]. The 

direct hosting of blockchain on resource-deficient IoT systems and devices is not appropriate 

because of limited bandwidth, limited computational infrastructure, and the need for power 

preservation [47]. Concerning latency and computational resources, the fog and cloud are among 

the two suggested service platforms for hosting blockchain [3]. Founded on the challenges, 

characteristics, and constraints of IoT device, the wide range of architectures suggested for IoT 

and Blockchain combination include the hybrid approach, IoT-blockchain, and IoT-IoT.   

The architectural elements of blockchain and IoT convergence control myriad elements in 

determining the effectiveness of transaction control. Aspects such as Hyperledger Fabric-based 

blockchain designs, hybrid models, and IoT-blockchain models have enabled users to establish 

communication channels, view transaction history, and manage assets [3]. The benefit of 

integrating blockchains to IoT systems is that the transaction occurring via blockchain are secure 

because they are routed between diverse peers within the model. Each IoT device, in this regard, 
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initiates a transaction by getting a registration certificate from the certification authority (CA) of 

the fabric. These considerations are important they function to enhance the overall effectiveness 

of the integrated system [48].  

 

Theoretical Framework 

The current study is founded on the principle that the blockchain technology is one of the 

main missing links that can settle the reliability and privacy issues of the IoT. Conceptually, 

blockchain could act the silver bullet required by the whole IoT sector. Blockchain can be adopted 

to track innumerable connected devices, allowing the ease of processing and coordinating 

transactions between the devices [4]. Several studies have addressed the issues associated with the 

effective framework for the integration of IoT with blockchain to limit the emerging vulnerabilities 

in their operations. Accordingly, this study is focused on identifying the best convergence structure 

to integrate IoT with blockchain [49].  

 

Operational Definitions  

IoT – Internet of Things   

Blockchain – a distributed set of records comprised of a chain of blocks that has three fundamental 

aspects: decentralized, transparent, and recorded.  

CA – certification authority   

 

Industry Description  

Based on its decentralized nature, along with its multi-phased procedures, blockchain 

provides a useful approach that can address several challenges facing IoT. Research highlight that 
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until a few recently, blockchain was only understood and applied in the context of online 

transactions and payments, including Ethereum and Bitcoin [5]. Over the past years, however, 

multiple non-financial contexts have incorporated or considered the deployment of blockchain 

technology, including digital identities and supply chain management [6]. As a result, there is the 

need to identify an appropriate convergence model to link IoT with blockchain [49].       

 

Literature Review 

The struggle to use an effective convergence platform for IoT and blockchain technologies 

has never been more urgent than the current issues of urbanization and efficiency of transactions. 

For example the shift towards constructing smart transportation systems and cities has increased 

daily [6]. Intelligent transportation systems (ITS) can improve user experience and offer 

intelligence to understand road safety level, efficiency, security, decentralization, and autonomy 

[50]. However, the lack of convergence between IoT and blockchain means that ITSs are currently 

facing countless challenges linked with trustful communication, centralization, and integrity [7]. 

One of the main areas that the use of effective convergence between IoT and blockchain can 

encompass the work of [8] to stage the prediction of Hepatitis C via the Fine Gaussian SVM 

technique. Issues addressed in the study performed by [8] have always involved the contribution 

of the Center for Cyber Security, CCSIS, and Departments of Computer Science from various 

universities, including Lahore Garrison University, School of Systems and Technology, 

Government College University, Skyline University College, and numerous other universities 

across the developing and developed economies [42]. 

Because of the diversity of alternatives guiding blockchain convergence with IoT, along 

with various kinds of IoT applications and devices, designers of IoT should choose a suitable 
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option based on their requirements and restrictions [9, 10]. Despite the availability of research 

options, however, there is the lack of comprehensive resolutions and analyses for IoT developers 

and vendors to implement an appropriate blockchain platform to guide the integration 

requirements [11].      

Several shreds of literature have supported the implementation of a decentralized 

architecture to enhance convergence between IoT and blockchain [12, 13]. A decentralized 

framework can lessen the overall charges of the IoT system compared to centralized models [14]. 

Nonetheless, the decentralized nature of blockchain means that it is affected by a new form of 

resource wastage, which introduces new challenges to its convergence with IoT [15, 26, 17]. The 

requirements of materials, equipment, or resources rely on the specificity of the consensus protocol 

in a particular blockchain network. Primarily, alternatives often assign these roles to gateways and 

autonomous devices that can offer this functionality [18].  

Numerous other challenges have also affected the integration requirements of blockchain 

and IoT [19]. Regarding scalability issues, the size of blockchain has increased with the growing 

number of connected devices [20]. This is one of the key blockades to the integration needs 

because IoT networks serving these devices are required to contain a large set of nodes that can 

produce massive data amounts in real-time [23]. Furthermore, some current implementations of 

the blockchain can only handle or process a limited number of transactions per second [43]. 

Generally, this is a potential challenge for IoT performance [24]. Tackling scalability issues of 

blockchain has involved suggestions such as storage optimization by removing or deleting old 

transaction records [24, 26]. 

 

Problem Statement, Research Gap, and Research Contribution  
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The Internet of Things (IoT) has emerged an integral part of people’s daily lives because 

of its ability to enhance the monitoring and control of objects and processes that revolutionize the 

manner in which people interact [27,28]. Concerning the requirement for ensuring that all the 

aspects of IoT are full and effectively functional, there is the need to address the numerous 

obstacles that have developed overtime [29]. Major issues have included, among others, 

scalability, consumption, data privacy, and cybersecurity [52].    

 

Research Model and Hypothesis  

 Similar to other studies performed on the integration and convergence between blockchain 

and IoT, the research model employed in this study is the analytical model [30]. The selected 

model considers the existing architectures that have been used to connect blockchain to IoT [31]. 

The adopted analysis involves elements such as the efficiency, trust level, accuracy, scalability, 

and legitimacy of the blockchain and IoT architecture [32, 33]. The principle purpose of analyzing 

the existing architecture is to understand the opportunities and challenges that can influence the 

effective convergence and performance of these two technologies [53].  

 

Methodology and Research Design 

The multiple regression approach was chosen for the current study. The rationale for 

selecting linear regression was founded on the fact that almost all the existing shreds of research 

on the integration of block chain and IoT have relied on exploratory studies [54]. The benefit of 

linear regression approach is that it strives to model the connection between different variables by 

fitting the observed to a linear equation. The multiple regression will rely on data collected from a 

group of companies that have integrated IoT with blockchain and their performance based on the 



International Journal of Technology, Innovation and Management (IJTIM), Vol.1, Issue.1, 2021                                        41 

 
Online at: https://journals.gaftim.com/index.php/ijtim/issue/view/1  Published by GAF-TIM, gaftim.com 

chosen convergence method, including the hybrid approach, IoT-blockchain architecture, and IoT-

IoT model [55].  

About the appropriate sampling approach and research design, purposive sampling was 

utilized to understand the best timeframe and data on the possible implications of the independent 

variables (type of convergence model) on the dependent variable [56]. Similarly known as 

subjective sampling, the selected sampling technique (purposive sampling) relies on the decisions 

or observations of the researcher concerning the selection of data features [34].  

 

Population, Sample, and Unit of Analysis  

The sample collected for this study was the performance of 10 firms that have integrated 

blockchain with IoT to improve performance. Three convergence models were considered for this 

study: hybrid approach, IoT-blockchain, and IoT-IoT. Generally, the data involved gathering the 

level of positive ratings of the companies between 2009 and 2020 from the appropriate social 

media sites. The final data for analysis entailed constraints such as the level of positive customer 

reviews concerning functionality of the company, company profit margin, and the apparent brand 

image (Table 1). The dependent variable was the positive customer rating, with the independent 

variables being the type of convergence models available for use by organizations desiring to 

integrate IoT with blockchain.      

 

Analyzing Data  

The collected data comprised of elements, including decentralization, immutability, access 

and identity management, resiliency, reliability, security, autonomy, anonymity, and cost-saving 

for the three suggested convergence models. Table 1 illustrates the dataset utilized in this study.     
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Table 1: Dataset showing the independent and dependent variables 

Year 

Average 

Positive 

Customer 

Response  

IoT-IoT 

Model 

IoT-

blockchain 

model   

Hybrid 

model  

2020 1.5 561 3178 3750 

2019 1.3 5578 5203 2792 

2018 1.35 3011 4486 2834 

2017 1.37 3301 7136 7975 

2016 1.13 2014 6094 8119 

2015 1.28 4484 4652 7078 

2014 1.20 2971 4799 7781 

2013 1.26 3788 8653 2452 

2012 1.12 1302 1965 3278 

2011 1.21 950 3549 4510 

2010 1.1 3239 8128 1378 

2009 1.07 4832 1452 4844 
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Figure 1: Multiple regression analysis output  

 The results of the multiple regression analysis shows interesting trends concerning the 

connection between the effectiveness of the specific convergence models. Based on the positive 

ratings of customers over the highlighted period, the results are described comprehensively as 

described in the next sections. Firstly, the adopted regression model depended on three 

independent variables denotes as n. the series of the variables or constraints selected is presented 

in Equation 1, which also highlights the whole regression equation based on the three variables. 

                   µy=β0+1x1+ β2x2+ β3x3…..+ βnxn…………………………………………………………Equation 1 

   Equation 1 demonstrates that the response of positive customer rating of a company 

(dependent variable), represented by the mean of the left-hand side (µy), shifts with the change in 

the value of the predictor variables (IoT-IoT architecture, IoT-blockchain model, and Hybrid 

model). According to the equation above, the result of the predicted variable y will differ as per 
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the mean of the independent variables [35]. The analysis assumed that the predicted variable will 

have a similar standard deviation as the predictor variable.   

 The study findings indicate that the intercept or slope of the regression model is 0. This 

finding highlight that the expected mean of y (dependent variable) is 0, especially when all the 

predictor variables have a mean of 0. Secondly, R-squared (the coefficient of determination) is 

approximately 0.79. R-squared defines the variance percentage in the predicted variable that the 

independent variable can affect. Regarding the findings above, 79% of the variance of positive 

customer ratings (dependent variable) is influenced by the predictor variables. Thirdly, the 

estimate of the standard error is approximately 2802.90. The value of the standard error highlight 

the projected standard deviation of the sample. Precisely, the standard error of estimate outlines 

the ambiguity associated with the estimate. Finally, at the 95% confidence interval, the t-statistic 

for the IoT-IoT architecture, IoT-blockchain model, and Hybrid model were 1.97, 0.22, and -0.03, 

respectively.   

 

Discussion of Results 

The findings or results indicate the connections between the effectiveness and 

ineffectiveness, thereof, of convergence models in ensuring security, trust, and seamless 

communication between IoT devices. Different models of convergence highlighted performance 

regarding anonymity, autonomy, reliability, security, and cost-saving issues when blockchain and 

IoT are integrated. From the outcomes of the multiple regression, the equation offers some insights 

into the association between the study variables. According to the research hypothesis, positive 

customer rating of a company on the social media sites relates positively with the type of a 

convergence approach. The p-values of the independent variables are 0.98, 0.83, and 0.08. In 
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particular, the p-values of the predictor variables exceed 0.05, the alpha value. This implies that 

the null hypothesis should be accepts that the type of convergence relates to a positive and strong 

company performance, which echoes positive customer ratings.  

Commensurate with the dataset and selected analysis technique, the value of Adjusted R 

of about 64% highlights that the independent variables control consumer intentions to rate a 

company positively based on the strategic approach to integrating blockchain with IoT. However, 

the considerably extreme value of SEE insinuate that there is the need to use a larger sample of 

data [41]. Founded on the outlined regression output, the aspects connected to the selected 

convergence framework have significant effects on the type of rating assigned by customers to a 

company [36]. 

As supported by the analyzed data and information from the companies and customers, the 

hybrid approach only deals with specific aspects of the integration that the blockchain can handle 

[17, 18]. In the hybrid approach, only some sections of the interactions occur in the blockchain, 

with the other parts taking place directly between the involved IoT devices [37]. It appropriate to 

contend that one of the challenges of the hybrid approach is selecting the type of interaction that 

should occur via the blockchain while offering a means to decide in the run-time [38]. The hybrid 

model is an excellent way to balance the benefits of both actual IoT interactions and blockchain 

[38].  

The other two models, IoT-IoT and IoT-blockchain also have their benefits and drawbacks 

[38]. The IoT-blockchain design, for example, involves the entire interactions as well as associated 

data to occur via the blockchain, including gathering traceable and immutable interaction records 

39]. This design is specifically important for renting and trading scenarios because of its security 
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and reliability [40]. The main drawback of the approach, however, is that recording and storing all 

forms of interactions often increase data resource and bandwidth consumption.  

The final model (IoT-IoT) that affects its ineffectiveness as a convergence alternative is its 

reliance on the routing and discovery mechanism [40] As a result, only some section of data 

transferred between IoT is stored inside a blockchain while the interactions occurring in the IoT 

happen without the blockchain. The method, however, is useful in contexts in which the IoT 

interactions are reliable are have low latency.        

 

Conclusions and Recommendations 

 With the sporadic increase in the number of devices connected to the Internet of Things 

(IoT), innumerable hindrances have developed that can potentially slow down the implementation 

of the IoT across diverse sectors. Firstly, the IoT platforms and devices’ market is greatly 

differentiated, with many vendors and standards. Secondly, concerns have developed concerning 

interoperability because of the implemented solutions tend to generate new data records. Data 

created and stored by an IoT device is secure in the cloud platform, but these data cannot be 

safeguarded when the source is tampered or the integrity device is compromised. Specifically, the 

centralized design of several IoT alternatives means that the device owner should trust the vendor 

or manufacturer to ensure the security of their data, especially if hackers compromise the central 

server. Blockchain, on the other hand, can address the resiliency issues of the IoT as an emerging 

technology.  

Blockchain offers a distributed ledger that helps users to avoid centralized design issues. 

Additionally, it stores transaction information securely through its unique features. As a new 

system, blockchain establishes trust between all the devices within an IoT system, which helps in 
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reduction of treats associated with tampering the cryptography of blockchain. Additionally, 

blockchain has in reducing the expenses of management and overhead IoT because it eliminates 

intermediaries and middlemen. Subsequently, it is appropriate to contend that blockchain can offer 

a promising alternative that addresses several of the emerging IoT challenges. However, any 

convergence or integration between two different technologies have often created new obstacles 

and issues. For example, IoT devices possess limited storage devices and power that can handle 

the distributed ledgers, which are often resource intensive. Other issues have included the limited 

ability to perform node encryption, consensus execution of protocol, and full copy storage. 
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