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ARTICLE INFO ABSTRACT

Many factors led to the adoption of remote working in the work place.
Existing technologies are identified and the readiness of organizations in
the UAE to utilize them is assessed. The research combined a thorough
literature review along with interviews and surveys from employees in the
country’s various public and private sectors. The findings reveal that most
companies in the UAE did have the necessary technologies for adopting
remote working in a highly efficient and effective way, with a limited impact
on the productivity of employees but posing a higher risk of cyber security
threats. After the pandemic, the majority of the findings reveal a hybrid
system to be adopted in the UAE between working in the office and
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remotely due to the technological benefits and limited risks.

1. INTRODUCTION

The COVID-19 pandemic was one of the latest
catalysts in increasing the reliance on technological
solutions across different aspects of everyday life
(Khatatbeh et al.,, 2023). The utilization of digital
innovation and technology transformed the way
people work, adopting remote working methods
and technological solutions for traditionally in-
person activities (A. Al-Maroof et al., 2021; Battisti
etal, 2022). Anincrease in the demand and market
size of such virtual activities brought forth many
new service providers in the growing market for
remote working solutions; these range from
adopting existing technologies to innovating newer
ones to further expand the capabilities (Ng et al,
2022).

Appreciating the conveniences and efficiencies of
technology is necessary, but the associated risks
must also be considered (Russell and
Frachtenberg, 2021) (Aljumah et al., 2020; Khatib

et al, 2022). Latest innovations have proven to
provide innovative solutions and the pandemic
accelerated the technological advancement and
adoption (Kurdy et al., 2023). However, with more
digital reliance comes a new set of threats that
should be understood and correct mitigations
considered. The focus of this study will be on the
most widely adopted technological trends during
the pandemic in the context of remote working,
acknowledging their benefits but also evaluating
the associated risks (Hackney et al., 2022; Nuseir et
al, 2021). Additionally, the research will explore
what leading organizations are doing and
governmental policies in place to deal with the
threats that the latest technologies pose.

1.1. Research Objective

The study will aim to achieve the following
objectives:

1. Identify latest and most relevant technologies


https://journals.gaftim.com/index.php/ijtop/index
https://doi.org/10.1016/j.joitmc.2023.100034
https://doi.org/10.1016/j.joitmc.2023.100034

0. Al Matrooshi, M. Salami, A. B. Khadim & M. El Khatib

adopted during the pandemic for remote
working

2. Evaluate the opportunities and risks the high
reliance on such technologies on employers
and employees

3. Assessthe needed measures to mitigate risks of
such technologies

1.2. Hypothesis

The study will look at the developments and

adoption of technologies and illustrate how

innovations and digital solutions were helpful and

what risks must be considered. What technologies

became widely adopted because of the restrictions

is addressed to formulate the following

hypotheses:

1. Accelerated adoption of existing technologies
prompted the innovation of new ones

2. The high adoption of technologies facilitating
remote working transformed the nature of the
workplace

3. Conveniences of technologies are exaggerated
and leads to risks being overlooked

4. Lack of a robust mitigation of associated risks
could lead to compromising security and
quality of remote work productivity

2. LITERATURE REVIEW

Technology is naturally ever changing, with new
innovations catering to solving problems or
providing an improved, more cost-efficient ways of
doing something (Urbaniec et al., 2022) (I. A. Akour
et al, 2022; Al-Kassem et al, 2022). As
technological developments cater to the latest
external factors and addressing a need, there are
unprecedented benefits and opportunities that
arise with the adoption of these innovations (Al-
Kassem et al,, 2012; Aziz et al,, 2023) (Tariq et al,,
2022a). More often than not, these technologies
would not have adequate testing in the
implementation phase when widely adopted,
which means there are associated risks with the
technology that is not fully recognized
(Alshawabkeh et al, 2021; Amiri et al., 2020;
Khatib et al,, 2023). Organizations adopting these
technologies are considered risk takers (Abudaqa
et al,, 2021; El khatib et al., 2023b). These include
hardware and software risks in the technology
implemented, which could impact both the direct
users and the wider community (H. M. Alzoubi et
al., 2020; Blooshi et al,, 2023; Nuseir and Elrefae,
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2022). As more private and confidential
information is being treated online, the security
risks must be treated with the right protocols and
measures in place (H. M. Alzoubi et al, 2022d;
Nuseir and Aljumah, 2022).

In contrast, when an organization chooses to adopt
a tested and applied technology, it is labelled risk
avoider or risk averse (Muhammad Turki
Alshurideh et al., 2022b; El Khatib et al., 2021a).
Comparatively the same concept is applied to
investors (Aityassine et al., 2022; Al-Kassem, 2014;
Almasaeid et al., 2022). A risk averse investor is
prone to only consider a guaranteed payment to his
investment (Alhamad et al.,, 2021; Farrukh et al,,
2023).

Technology is a ubiquitous term that is used in a
multitude of situations and for countless devices
and software (Tariq et al., 2022b). For the purpose
of the research, technology refers to the increased
adoption of existing and emerging software and
hardware that are deemed necessary, specifically
in the context of facilitating remote work (Al-
Kassem, 2017; M. M. El Khatib et al., 2023; Louzi et
al,, 2022a).

Hacking, identity theft and data manipulation are
some of the external risks that are associated with
higher reliance on technological solutions (M T
Alshurideh et al,, 2022; T M Ghazal et al., 2023b;
Yasir et al,, 2022). It is particularly true due to the
lack of international consensus and practices by
governments in setting consistent and global laws
regarding cyber activities (Nadzri et al., 2023).
Technologies often involve hardware equipment as
well, from computers to smart gadgets and servers,
which are susceptible to crashes, theft and damage
(I. Akour et al, 2022; El Khatib et al, 2021b;
Mohammed T. Nuseir et al, 2022). Any
compromise in the hardware can disrupt business
continuity and the ability of the users relying on the
technology to achieve their responsibilities;
therefore (Akour etal., 2023; El Khatib et al., 2019),
the quality and durability of the hardware plays an
important role in optimizing the benefits of the
technology (M. T. Alshurideh et al., 2023d; H. M.
Alzoubi et al., 2022f; M. El Khatib et al., 2023d).
One of the critical aspects that organizations of all
economic sectors had to balance is between
business continuity and not exposing employees to
risk (Ahmed et al., 2022; Al-Maroof et al., 2022b).
The idea of remote working is not a new one, but
was not widely adopted; this changed with the
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pandemic, as various technologies became highly
instrumental in the ability of employees to work
from the safety of their homes (M. Alshurideh et al,,
2023)(Bawaneh et al., 2023; M. El Khatib et al,,
2023e). While this is not true for all job roles, many
corporate roles continued using audio visual
solutions to replace physical meetings, and a higher
reliance on virtual communication to share files (H.
M. Alzoubi et al,, 2022¢e; M. El Khatib et al.,, 2021)
(M Alshurideh et al., 2022). In the case of the UAE,
the government rapidly reacted to the pandemic by
ensuring the telecommunications infrastructure of
the country was ready for accommodating to
remote working across different economic
segments (M. El Khatib et al.,, 2023g; Nuseir and
Aljumah, 2020). Working from home, or remotely,
was also instated in the governmental sector of the
UAE, especially for vulnerable populations such as
the elderly and pregnant women (Aljumah et al,,
2023; Gaytan et al,, 2023; E. Khatib et al,, 2021)
(Elkhatib, M., Al Hosani, A, Al Hosani, [, &
Albuflasa, 2022).

The UAE’s network industry is the fastest of the
region, with exponential growth in Internet
penetration and digitization of industries (El
khatib et al.,, 2023a; Louzi et al.,, 2022b; Nuseir,
2021), sectors and processes (Al-Kassem et al.,
2013). Governmental readiness to handle the high
capacity of technological activity both within the
country and abroad in connection to the country’s
network is crucial to ensure a seamless and safe
experience for users (Alzoubi et al.,, 2019; Nuseira
and Aljumahb, 2020).

The Computer Emergency Readiness Team has
therefore become one of the crucial entities in
safeguarding the data in the country (Kassem and
Martinez, 2022), ensuring the servers, networks
and the backend security of the digital information
minimizes the chances of any risks to compromise
them (A I Aljumah et al, 2022a; Alzoubi and
Ahmed, 2019) (R. S. Al-Maroof et al.,, 2021a). This
entity works closely with over governmental
agencies to have a proactive approach in improving
online activities, identifying room for improvement
and identify any hardware or software risks that
could compromise data integrity and security (M.
T. Alshurideh et al., 2023c) (M. Alzoubi et al., 2021;
Mubeen et al., 2022).

Dubai’s successful global positioning as a
destination of choice for innovation, tourism and
business is facilitated by the high extent of
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digitization the emirate offers, providing efficient
solutions for processes and dynamic experiences
(Al-Awamleh et al.,, 2022; Arshad et al., 2023; M. El
Khatib et al., 2023h). This was further enforced by
the pandemic, where companies shifted from
physical processes to a highly digitized way,
utilizing audio-visual solutions such as Zoom, MS
Teams and other online platforms (Abudaqa et al.,
2022; Ahmad Ibrahim Aljumah et al., 2022b; Lee et
al.,, 2023b).

To have a secure technological infrastructure, the
top-down approach of clarifying what the
government facilitates versus the limitations of use
within the country is necessary [62], [63]. Dubai
government has established a standard
information security policy that makes it clear of
what constitutes as a violation and lists the
guidelines of what online activity is permitted or
not (M. T. Alshurideh et al,, 2023a; Nuseir et al,,
2020). This provides an elaborate list of what users
must do to protect their online activities (H.
Alzoubi et al., 2022; M T Nuseir et al.,, 2022a).
Remote working was made possible due to existing
technologies, albeit not being optimizing to the
current extent prior to the pandemic (A I Aljumah
et al, 2022b; El Khatib et al., 2022; Lee et al,,
2023a). The adoption of virtual meetings, and
providing employees with a sense of flexibility in
the working environment brought forth many
conveniences, with or without the COVID-19
related risks, and broke through technological
barriers that were not thought possible (Al-Maroof
et al., 2022a) (H. M. Alzoubi et al., 2022b). A tech-
driven approach in continuing operations across
numerous industries was accelerated by the
pandemic, but brought with it many risks that must
be considered (Ahmed and Nabeel Al Amiri, 2022;
R. S. Al-Maroof et al.,, 2021b; Muhammad Turki
Alshurideh et al., 2022a; H. M. Alzoubi et al., 2022c;
El Khatib and Ahmed, 2018). While the initial
reaction was to speed up the process of adopting
technological solutions for remote working
(Aljumah etal, 2021a; T M Ghazal et al.,, 2023a), the
witnessed shift is not sustainable and needs to
consider the risks that have not been evaluated
thoroughly yet (Akour et al., 2021; H. M. Alzoubi et
al, 2022g; M. El Khatib et al., 2023b). One of the
core prerequisites is for organizations and
communities as a whole to have the right IT
infrastructure that facilitates the right network
speed (Aljumah et al, 2021b), reliability and
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availability of hardware for employees to utilize
technological solutions (Al-Dmour et al.,, 2023; Mat
Som and Kassem, 2013).

Some of the key risks that occurred with the rise of
remote working is the security of the data that is
being shared, the reliability of the hardware used
(H. Alzoubi et al,, 2020; M. El Khatib et al., 2023a;
Hani Al-Kassem, 2021; Sakkthivel et al., 2022), the
productivity of the employees and the line of sight
that management no longer have on their
employee’s performance (H. M. Alzoubi et al,
2022h; El Khatib et al., 2020; Gulseven and Ahmed,
2022; Nuseir, 2020). Reliance on technological
solutions was helpful as an immediate reaction to
the pandemic (H. M. Alzoubi et al., 2022a; M. El
Khatib et al., 2023f; M T Nuseir et al., 2022b), but
untested technologies in terms of their privacy
security, reliance of operation and the quality of
output by employees should be considered
(Muhammad Alshurideh et al., 2022; El Khatib and
Ahmed, 2020).

3. METHODOLOGY

A combined research methodology is adopted to
link the findings from theories and studies already
conducted about the topic with first-hand data
gathering. The primary research will comprise of a
series of questionnaires (see appendix 1) with
employees and employers in the UAE that rely on
remote working technologies. Interviews (see
appendix 2) will also be conducted with senior staff
of wvarious background and authority in
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organizations within the UAE to identify the
benefits and risks they face since the adoption of
remote working technologies. The secondary
research will be conducted by a thorough literature
review from credible publications that address the
latest technologies that emerged and helped in
addition to addressing their benefits and risks.

4. EMPIRICAL ANALYSIS

4.1. Quantitative Results

The quantitative survey was completed by 51
respondents in the form of a questionnaire, where
the participants were given the choice of not
answering questions they did not want to do so.
The survey began with questions to get a general
understanding of the demographics and
professional specialization of the participants to
ensure they are in the UAE and working in a diverse
range of industries and economic sectors. The
latter questions address the perception of the
respondents towards remote working and ask
them for their opinions and experiences with
remote working.

The majority of the participants at 62.7% were
men. Also, the breakdown in the following question
in regards to nationality illustrates a much higher
portion of the participants being Emirati, with
23.5% non-Emirati respondents. A split of the
different emirates in which the respondents work
shown in the graph below reveals 58.8% in Dubai
as the highest, followed by Abu Dhabi and then
Sharjah

3- Work Emirate

51 responses

@ Dubai

@ Abu Dhabi
Sharjah

@® Ajman

@ Umm Al Quwain

@ Ras Al Khaimah

@ Al Fujairah

Figure (1)

The professional industries were broadly split into
the private and governmental sectors, and of the 51
respondents, 68.6% worked in the governmental
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entities while 31.4% work in the private sector.
The following question was aimed to understand
the diversity of the different organizations, with 41
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people choosing to respond. The most participants
from a given entity were 4 survey takers working
in Dubai Statistics Authority, followed by 3 in Du.
Drilling down deeper into the nature of work the
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participants do revealed a very diverse range
among the participants as can be seen in the below
chart, with the highest being in the IT field at 14.6%

6- Area of Specialization

«

o7
® HR
) Marketing
@ Safety
@ Customer services
@ Engineering
@ Statistics
@ Entertainment

114 VW

Figure (2)

When asking is the COVID-19 pandemic affected
how the organization they worked in functioned,
78% said yes. Relating the effects of the pandemic
on the organization, the question of whether their
organization responded with the right tools and
procedures to mitigate the situation, 84.3% agreed,
13.7% somewhat agreed and 2% disagreed.

The survey goes on to ask what the respondents
preferred as their modes of working after the
recovery of the pandemic, the below pie chart
illustrates that the majority at 72.5% chose a blend
of remote working and in-office, while 17.6%
preferred working completely remotely and the
lowest mode of choice was in the office at 9.8%

choices.

51 responses

9- What style of work do you prefer after recovering from the pandemic? Select from below

@ Work completely remotely
@ Work in the office
Diversification between the two methods

Figure (3)

There are different technologies that organizations
adopted during the pandemic, and question 10
reveals that in the case of the UAE, the most
common form of adoption was in VPN technology
by 31 of the 49 responses, followed by
communication technology, content management
systems and electronic identity verification. The
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level of readiness for the organizations and their
ability to react in a timely and prompt manner to
the pandemic were the focus of the following
questions. 82.4% of the participants viewed their
organization well equipped to have the necessary
technologies for remote working, and the
remaining 17.6% somewhat agreed with no
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participants disagreeing. In regards to the
investment in new technologies, the below graph
portrays the split with the 88.2% of the
participants either agreeing or somewhat agreeing
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that the organizations they work in have bought
and incorporated new systems and tools to
facilitate remote working.

remote working
51 responses

12- Your company invested in new technologies to react to the pandemic in order to allow for

® Agree
@ Somewhat Agree
@ Disagree

Figure (4)

With the technology being integrated, the survey
addresses how proficient the employees were in
using them. The following questions illustrates that
71.4% strongly agreed all the employees in the
company were well versed in using the adopted
technologies, while 20.4% somewhat agreed and

8.2% disagreed. Further, as the focus is on remote
working, the following question was whether
working remotely is more convenient than going to
an office, and the split of the 51 responses below
shows that only 15.7% did not agree.

51 responses

14- Working remotely is more convenient than going to an office.

@ Agree
® Somewhat Agree
@ Disagree

Figure (5)

Interestingly, while 62.8% of the responses for
Question 14 thought working remotely is more
convenient, over 66% of the participants believed

https://doi.org/10.54489/ijtop.v3i2.310

that working remotely compromises with the
quality of work as shown in the graph below.
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51 responses

15- Working remotely compromised the quality of work of employees

® Agree
@ Somewhat Agree
) Disagree

Figure (6)

Addressing the role of technology, Question 16
asks if technology replaced the need for employees
to go to the office, with the highest portion being
unsure (somewhat agree) at 45.1%, followed by
41.2% agreeing and 13.7% disagreeing with this
role for technology. Moreover, the survey

addresses the risks that come with high reliance on
technology, and the responses for Question 17
below show that the overwhelming majority either
agree or somewhat agree with only 7.8% not
thinking there are any risks.

51 responses

17- There are risks associated with the high reliance on technologies

® Agree
® Somewhat Agree
Disagree

Figure (7)

When asked about the type of risks and
opportunities that remote working and
technological reliance have, 23 of the 51 responses
mentioned the difficulty of being able to separate
work and private life. The second most common
risk is data leakage at 45.1% of the responses, and
the loss of the workplace being a risk identified by
19 of the survey takers. The opportunities
identified in this is to organize meetings in an
easier way, which was mentioned in 14 of the
answers and to achieve more tasks in a convenient
manner, which was mentioned by 15 participants.

https://doi.org/10.54489/ijtop.v3i2.310

Asking about other risks included answers such as
the high reliance on network connections that
could severely compromise the ability to achieve
the tasks.

The below chart provides a snapshot of the main
responses on how participants perceive
responding to identified risks. The most common is
to provide employees with technical and
professional training on how to make the most of
the technologies at hand for effective remote
working.
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51 responses

19- How do you think it is possible to respond to these risks?

@ Investing in information technology that
serves remote work

@ Setting legislations that serve the
expansion of remote work
Providing technical and professional
training related to the quality of remot...
@ Linking rewards to achievement rather
than some other factors such as com...
@ Have a hybrid working structure that
balances between office and remote w...

Figure (8)

4.2. Qualitative Results

Qualitative data, on the other hand, was gathered
in the form of semi-structured interviews of
professionals working in various economic sectors
of the UAE. A total of 12 participants completed the
interview. Their answers provided insight on the
different ways their organizations dealt with the
swift transition to remote working and the
associated risks that the change brought with it.
Working remotely meant reducing the size of the
organizational operations, putting non-urgent jobs
on hold and for a lower number of employees to be
in offices. The result was the majority of the
employees were asked to work from home and to
integrate technologies for the employees to be able
to continue their responsibilities without going to
the office. Most of the respondents stated that they
already had the technologies, but the extent of
usage was rapidly increased; one interviewee
explained how the organization provided laptops
instead of PCs and had to install VPNs in them to
allow for uninterrupted video conferencing. Nearly
all of the participants in the interview stated that
audio-visual tools such as Zoom, Google Meet and
MS Teams were the principle technology that was
used more than when they worked from offices to
conduct online meetings. When asked if technology
proved to be helpful for remote working, all of the
12 interviewees agreed, with the most common
reasons being uninterrupted meetings, convenient
solution for communicating with colleagues and
clients and saving time instead of having to
commute for physical meetings.

There are risks associated with the heavy reliance
on technology; the interview responses indicate

https.//doi.org/10.54489/ijtop.v3i2.310

the most common risks were in the increased
threat of cyber security, data leakage and the
stability of the VPN connection. Corporate or
operational concerns with the reliance of
technology were the increased expectation of
deliverables by the management, often
overworking employees. The follow-up question
addressed whether there was a compromise in the
quality of work by the team because of a higher
dependence on technological tools for day-to-day
tasks and remote working conditions (M. T.
Alshurideh et al, 2023b). Most participants
disagreed with a drop in productivity or efficiency,
stating that the technology was helpful in speeding
otherwise tedious paperwork and approvals. The
remote working conditions also save time and
resources for tasks to be completed; however, one
respondent stated that the remote working
environment allowed some employees to take
advantage of not being monitored and work fewer
hours.

5. RESULTS ANALYSIS

The research illustrated the necessity of adopting
technologies in the way that organizations adapted
and transform their modes of operation to have
higher degree of remote working. The reliance on
technologies in the UAE were largely in the form of
adopting audio-visual programs and VPN
technologies to replace physical meetings with
virtual ones. The results illustrated how the
majority found this a necessary and beneficial
transition, where remote-working methods
provided unprecedented degrees of convenience.
Saving on time and resources in delivering on
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duties and responsibilities is a key reason for the
high acceptance rate of remote working. As the
survey suggested, the majority of people prefer
having the flexibility of working remotely. This is
largely due to the ability to have higher degree of
autonomy without compromising on the quality of
work done. The interview results confirm that
employees did not feel the shift towards remote
working has negatively limited or impacted the
quality of work, because the technological tools
have provided a direct replacement to otherwise
time-consuming methods.

Another interesting outcome of the study was to
see the discrepancy in the findings of the survey,
where respondents were more likely to agree that
their companies have invested in new technologies
to meet the requirements of remote-working
during the pandemic, while most of the
interviewees stated the organization already have
the relevant technologies to make the transition.
This can fall under a balanced risk or risk neutral
approach which illustrates on one hand, the
organization is a risk taker, ready to take the lead
and invest in new technology, and the other a risk
avoider which will only adopt the technology with
tested and guaranteed results (AlDhaheri et al,
2023; M. El Khatib et al,, 2023c; Taher M. Ghazal et
al,, 2023). Additionally, these results could be due

5.1. Risk Probability and Impact Matrix
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to the high rate of participants in the survey being
in the IT department of their respective companies,
who are more privacy to the specific software
upgrades or new digital tools the company had to
subscribe to and install on the laptops of the
employees.

While technology has a multitude of benefits in
facilitating remote working, there are more
pressing risks that have been identified.
Interestingly, more of the survey responses
indicated the rising threat of cyber security and the
fear of data leakage. With higher reliance on online
communication and sharing data outside of the
company intranet ecosystem, there is naturally a
higher risk of external breach. Although the
technology largely adopted to facilitate remote
working is not necessarily new, the volume of data
being uploaded, shared and consumed through
these platforms have hit an unprecedented rate,
making them a particularly appealing target for
malicious activity (Ahmad Ibrahim Aljumah et al,,
2022a; Khan et al, 2022). This reveals that the
interviewees’ organizations have had some degree
of risk tolerance. In a sense, they are
acknowledging the risk and weighted the
possibility of attacks that comes with the adoption
of remote working.

The following table illustrates the key risks and their mitigation responses with a weighted score to their

impact and value.
Table 1
Risk Risk Probability/ | Impact/ Value Risk Risk response/ Mitigation
ID Likelihood | Severity Level Action
That the organizations adopt
a set of laws and practices
Hard to that encourage employees to
separate Work . balance work and personal
1 and personal 3 3 9 High life, such 1 Make schedule
life remote work time 2 Stay
away from sitting at your
home office on vacation

https.//doi.org/10.54489/ijtop.v3i2.310
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Placing mechanisms to
ensure quality of work and
Human performance remaine
2 Resources 3 3 9 High constant  while  remote
Management working. And Link
appreciation and rewards to
achievement, not time
Firewall and security
3 Data Leakage | 2 3 6 High protocols on all servers and
machines
Firewall and security
4 Hacking 1 3 3 Meduim | protocols on all servers and
machines
Extended warranty on all
Hardware . .
5 S 1 2 2 Low devices and timely
malfunctioning . .
maintenance/service
Providing all the technical
tools that allow the employee
6 Loss of 2 1 2 Low access to needed resources at
workplace different locations in the
organization, while not
forgetting the social aspect
SEVERITY =
oo 1 2 3
LIKELHOOD |
LOW LOW MEDIUM
1 -1- -2- -3-
LOW MEDIUM
2 _2- —4-
MEDIUM
3 -3-

Figure (9)

6. RECOMMENDATIONS & CONCLUSION

The technological tools that allowed for a quick and
effective transition to remote working has proven
to be instrumental across many organizations
globally and especially in the UAE. For
organizations that did not have the right tools,

https://doi.org/10.54489/ijtop.v3i2.310

software and technological infrastructure, the
research illustrates that they were able to adapt
swiftly with minimal interruption to business
continuity. The hypothesis of COVID-19’s role in
accelerating the adoption of technologies that exist
is confirmed by the study, but there were little
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findings on the innovation of new ones in relation
to remote working. Also, the second hypothesis is
also confirmed, where the majority of the
employees saw the benefits of working remotely,
which has transformed the nature of the
workplace. Primary and secondary results show
the overwhelming praise of technology, with a lack
of robust studies or considerations in regards to
the risks of high reliance on the newly adopted
tools. Therefore, the risks must be acknowledged in
order to have the right mitigation measures in
place. It is recommended that, despite the urgency
of adopting technologies, there is a need for
potential risks in regards to data leakage, security
breach and even productivity measurement of
employees in remote working are evaluated and
the organization has the right safety and security
steps taken. Another recommendation is that,
additional efforts be applied in evaluating risk
tolerance prior to adopting new and existing
technologies. More research and analysis need to
be made on the different risks that materialized
with the shift to remote working to illustrate the
medium-to-long term consequences, and if this
style of working conditions will remain as the new
norm.
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Appendix
Appendix 1 - Questionnaire
Technology may improve quality of life, but it may

also be a source of risks. Especially, in COVID-19
pandemic time. Many new technologies or wide

adoption of existing technologies appeared,
primarily in the field of remote working.
Section 1: General Information
1- Gender
= Male
= Female
2- Nationality
=  Emirati
=  Non Emirati
3- Work Emirate
=  Dubai
=  Abu Dhabi
= Sharjah
=  Ajman
= Umm Al Quwain
= Ras Al Khaimah
= Al Fujairah
4- Work sector
=  Government sector
= Private sector
5- Establishment Name
Your answer
6- Area of Specialization
= IT
= HR
= Marketing
= Safety
=  (Customer services
= QOther:
Section 2 - Personal Views
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7- Has the Covid19 pandemic affected the
mechanism, method of work and service delivery
in your organization?

= Yes

= No

8- In your opinion, has your organization
responded to these influences and made/provide
the necessary procedures/tools and adjustments
to coexist with the current situation?

= Agree

= Somewhat Agree

= Disagree

9- What style of work do you prefer after
recovering from the pandemic? Select from below
choices.

=  Work completely remotely

=  Work in the office

= Diversification between the two methods

10- What technologies did your company adopt
during the pandemic?

= VPN Technology

= Communication Technology

= Electronic identity verification

= Content Management Systems

= Other:

11- Your company already had the necessary
technological infrastructure to accommodate for
remote working

= Agree

= Somewhat Agree

= Disagree

12- Your company invested in new technologies to
react to the pandemic in order to allow for remote
working

= Agree

= Somewhat Agree

= Disagree

13- All employees in your company were well
versed in using the adopted technologies

= Agree

= Somewhat Agree

= Disagree
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14- Working remotely is more convenient than
going to an office.

= Agree

» Somewhat Agree

= Disagree

15- Working remotely compromised the quality of
work of employees

= Agree

=  Somewhat Agree

= Disagree

16- Technology replaced the need for employees to
go to the office

= Agree

= Somewhat Agree

= Disagree
17- There are risks associated with the high
reliance on technologies

= Agree

= Somewhat Agree

= Disagree
18- What are the risks (Threats and opportunities)
associated with working remotely?

= Loss of workplace

= Dataleakage

* Difficulty to managing time

= Hard to separate your work and personal

life

= Ease of organizing meetings

= Greater achievement of tasks

= QOther:

19- How do you think it is possible to respond to
these risks?
» Investing in information technology that
serves remote work
= Setting legislations that
expansion of remote work
» Providing technical and professional
training related to the quality of remote

serve the

work

= Linking rewards to achievement rather
than some other factors such as
commitment to working hours

= QOther:

20- What other risks or opportunities did
technology yield with remote working?
Your answer
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Appendix 2 - Interview

Technology may improve quality of life, but it may
also be a source of risks. Especially, in COVID-19
pandemic time. Many new technologies or wide
adoption of existing technologies appeared,
primarily in the field of remote working.

Section 1: General Information

1- Gender
= Male
=  Female

2- Nationality
=  Emirati
=  Non Emirati

3- Work Emirate

* Dubai

= Abu Dhabi
= Sharjah

= Ajman

= Umm Al Quwain
= Ras Al Khaimah
= Al Fujairah

4- Work sector
was not used before?

Your answer
3- Did you find the technology to be useful? If so,
how?

Your answer
4- What risks, if any, did you experience with the
reliance on technology for remote working?

Your answer
5- Did the remote working approach compromise
the quality of work of the team? If so, how?

Your answer
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= Government sector
= Private sector

5- Establishment Name

Your answer
6- Area of Specialization

= IT
= HR
= Marketing
= Safety
=  Customer services
= QOther:
Section 2 - Interview

1- How did your company react to the pandemic
and the lockdown? What types of changes did it
immediately apply in response to the situation?

Your answer
2- What technologies did the company apply that
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